UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
HUYEN CAM XUYEN Poc 1ap — Ty do — Hanh phic

$0:936 /JUBND-VHTT Cam Xuyén, ngayl8 thang 4 nam 2022
V& viéc canh béo 15 héng bao mat co
muc anh hudng Cao va Nghiém trong
trong cac san phim Microsoft cong bd
thang 04/2022

Kinh gtri:
- Cac phong, ban, co quan doan thé cip huyén;
- Uy ban nhan dan cac xa, thi tran;
- Céc don vi truong hoc dong trén dia ban.

Thyc hién Cong vian sb 411/STTTT-TTCNTT ngay 15/4/2022 cta Sé
Thong tin va Truyén thong vé viéc canh bio 16 hong bao mat c6 mirc anh
huéng Cao va Nghiém trong trong cic san pham Microsoft cong bd thang
04/2022. Bé dam bao an toan thong tin mang trong cac co quan nha nudc trén
dia ban, UBND huyé¢n yéu clu Céc phong, ban, co quan, doan thé cép huyén;
UBND céc x4, thi tran, cac don vi truong hoc (goi tit 1a cac don vi) thuc hién
cac ndi dung sau:

1. Kiém tra, ra soét, va xac dinh may st dung h¢ diéu hanh Windows co
kha néng bi &nh hudng. Néu co, tNhl,Ic hién cap nhat b;’m va kip thoi dé tranh nguy
co bi tan cong theo hudng dan tai Van ban so 508/CATTT-NCSC ngay
14/4/2022 cua Cyc an toan thong tin (c6 van ban kém theo). ,

2. Tang cudng giam sat va san sang phuong an xu 1y khi phat hién cé dau
hiéu bi khai thac, tan cong mang; dong thdi thudng xuyén theo ddi kénh canh
béo clia cac co quan chirc ning va cac to chirc 10n vé an toan théng tin dé phat
hién kip thoi cac nguy co tdn cong mang; thuc hién cai dat cac phﬁn mém virut
c6 ban quyén. ..

Nhéan dugc Coéng van yéu cau céac don vi trién khai nghiém tic thuc hién./ t%/
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Phu luc

Thong tin vé cac 15 hong bao mat trong san pham Microsoft

(Kém theo Céng van s6 936 ICATTT-NCSC ngay /
cua Cuc An toan thong tin)

1. Thong tin cac 16 hong bao mat

12022

STT

CVE

Mo ta

Link tham khao

CVE-2022-26809

- Dbiém CVSS:
(Nghiém trong)

- Ld hong trong RPC
Runtime Library cho phép
d6i tugng tan cong thuc thi
mi tir xa voi ddc quyén cao
trén hé thong bi anh hudng,
- Anh huong: Windows
7/8.1/10/11,  Windows
Server
2008/2012/2016/2019/20
22,

9.8

https: //msrc. micro soft.
com/update-
guide/vulnerability/CV
E-2022-26809

CVE-2022-24491

- Dbiém CVSS:
(Nghiém trong)

- L3 hdng trong Windows
Network File System cho
phép d6i tuong tan cong
thuc thi ma tr xa voi dac
quyén cao.

- Anh huong: Windows
8.1/10/11, Windows
Server 2012/2016/2019.

9.8

https: //msrc. micro soft.
com/update-
guide/vulnerability/CV
E-2022-24491

CVE-2022-24497

- Pbiem CVSS: 9.8
(Nghiém trong)

- L6 hong trong Windows
Network File System cho
phép ddi tuong tan cong
thuc thi ma tir xa.

- Anh huong: Windows
8.1/10, Windows Server|
2012/2016/2019/2022.

https: //msrc. micro soft.
com/update-
guide/vulnerability/CV
E-2022-24497

CVE-2022-26815

- Diém CVSS: 7.2 (cao)

- LS hong trong Windows
DNS Server cho phép d6i
tuong tan cong thuc thi ma
tur xa.

https: //msrc. micro soft.
com/update-
guide/vulnerability/CV
E-2022-26815




- Anh huong: Windows
Server
2008/2012/2016/2019/20
22,

5 | CVE-2022-26904

- Piém CVSS: 7.9 (cao)

- L5 hong trong Windows
User Profile Service cho
phép ddi tuwong tan cong
thuc hi¢én ndng cao dac
quyén. L6 hong nay di co
m& khai thac cong khai
trén Internet.

- Anh huong: Windows
7/8.1/10/11,  Windows
Server 2008/2012/2016.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-26904

6 | CVE-2022-26919

- Piém CVSS: 8.1 (Cao)

- LS hong trong Windows
LDAP cho phép ddi tuong
tan cong thyc thi ma tir xa.
- Anh huong: Windows
8.1/10/11, Windows
Server
2008/2012/2016/2019/20
22,

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-26919

7 | CVE-2022-24521

- Piém CVSS: 7.8 (Cao)

- LS hong trong Windows
Common Log File System
Driver cho phép d6i tuong
tan cong thuc hién ning
cao dic quyén.

- Anh huéng: Windows
7/8.1/10/11,  Windows
Server
2008/2012/2016/2019/20
22,

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/ CVE-
2022-24521

2. Hwéng din khic phuc

Bién phép tot nhat dé khac phuc 13 cap nhat ban va cho cac 16 hong bao mat

no6i trén theo hudéng dan ciia haing. Quy don vi tham khdo cac ban cap nhat phu hop

cho cac san pham dang st dung tai link ngudn tham khao tai myc 1 ctia phu luc.
3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/releaseNote/2022-Apr
https://www.zerodayinitiative.com/blog/2022/4Z11/the-april-2022-

security-update-review
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