TEN PON VI: BAN QUAN LY KHU DU LICH THIEN CAM

HO SO PE XUAT CAP PO 1

HE THONG MANG LAN CUA CO QUAN BAN
QUAN LY KHU DU LICH THIEN CAM

Thién Cam — 2023




MUC LUC
THUAT NGU, TU VIET TAT

DANH MUC CAC BANG
DANH MUC CAC HINH VE, PO THI
PHAN I. THONG TIN TONG QUAN VE HE THONG THONG TIN
1. Thong tin Chii quan hé thong thong tin
2. Thong tin Pon vi van hanh
3. M6 ta pham vi, quy mé ciia hé thong
4. M6 ta cau tric clia hé thong

4.1. M6 hinh logic tong thé
4.2. Mo hinh két noi vat ly
4.3. Danh muc thiét bj sir dung trong hé thong
4.4. Danh muc cac ing dung/dich vu cung cip béi hé thong
4.5. Quy hoach dia chi IP cac viing mang trong hé thong
PHAN II. THUYET MINH CAP PQ PE XUAT
1. Danh muc hé thong thong tin va cap dd dé xuat
2. Thuyét minh dé xuit cap d6 déi voi hé thong thong tin
PHAN III. THUYET MINH PHUONG AN BAO PAM
AN TOAN HE THONG THONG TIN

PHU LUC I. THUYET MINH PHUONG AN BAO PAM AN TOAN

THONG TIN VE QUAN LY VOI CAP PO 1



5.1.1. Thiét 1ap chinh sach an toan théng tin

5.1.2. To chirc bao dam an toan thong tin

5.1.3. Bio dam ngudn nhan luc

5.1.4. Quan Iy thiét ké, xdy dung hé thong thong tin
5.1.5. Quén 1y vin hanh hé thong thong tin

5.1.6. Phwong an Quan ly rii ro an toan thong tin

5.1.7. Phuwong 4n Két thiic van hanh, khai thac, thanh ly, hiiy bo hé

thong théng tin

PHU LUC II. THUYET MINH PHUONG AN KY THUAT POI VOI
HE THONG CAP PO 1

5.2.1. Bao dam an toan mang
5.2.2. Bio dam an toan may chu
5.2.3. Bao dam an toan ung dung

5.2.4. Bao dam an toan dir li€u



THUAT NGU, TU VIET TAT

ST

- Tir viét tat | Nghia diy da

1. CNTT Cong ngh¢ thong tin

2. CSDL Co s¢ dir liéu

3. LAN Mang ndi b

4. VPN Vitural Private Network
5. DNS Domain Name Server
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PHAN I. THONG TIN TONG QUAN VE HE THONG THONG TIN
1. Thong tin Chii quan hé thong thong tin

- Tén To6 chire: Uy ban nhin din huyén Cam Xuyén
- Nguoi dai dién: Ngo Thi Tu, Chuyén vién, Phong Van hoa - Thong tin,
+ S6 dién thoai: 0972.633.602
+ Email: ngothitu.cx@hatinh.gov.vn
2. Thong tin Pon vi van hanh

- Tén t6 chuc: Ban quan ly khu du lich Thién Cam.

- Quy dinh chtc niang, nhiém vu va quyén han: Theo quyét dinh sb
5306/Qb-UBND ngay 07 thang 10 nam 2022

- Nguoi dai dién: Tran Quéc Nhat

- Chure vy: Phé Truong Ban quan Iy khu du lich Thién Cam.
- bién thoai: 0913609922

- Email: nhatquoc 0801@gmail.com

3. M6 ta pham vi, quy mé ciia hé thong

- Pham vi, quy mé ciia H¢ théng thong tin:

Hé thdng mang nodi bo (LAN) dugc xay dung va van hanh nhim muc dich
phuc vu cho cén by, cong chirc, vién chirc, nguoi lao dong va khach dén 1am viéce
tai co quan truy cap duogc internet dé xu ly cong vigc.

Péi tuong phuc vu ciia hé thdng: cong chic, vién chirc, ngudi lao dong cua ...
va khach dén lam viéc tai co quan.

- Danh muc cdc hé théng théng tin thanh phén/cdc dich vu dwoc cung cdp
béi hé thong:

+ Cung cap két ndi cuc bd (LAN) giira cc thiét bi may tinh 1am viéc ctia Ban
quan ly khu du lich Thién Cam va toan thé vién chtrc, nguoi lao dong trong co
quan Ban quan ly khu du lich Thién Cam.

+ Cung cép két ndi internet cho may tinh lam viéc cta can b, vién chirc va
nguoi lao dong trong don vi Ban quan 1y khu du lich Thién Cam.

+ Cung cép két ndi internet cho khach, nguoi dan dén lam viéc tai co quan
Ban quan 1y Khu du lich Thién Cam.



4. M ta céu tric cia hé thong

4.1. M hinh logic tong thé

a) So do hién trang

ISP: VIETTEL192.168.1.1/24

b) So dd quy hoach méi dap Gmg yéu cau an toan

ISP: VIETTEL192.168.1.1/24

Hinh 1. Céu trtc logic ctia hé théng

Céc vung mang duoc thiét ké nhu sau:



+ Vung mang bién duoc thiét ké dé két ndi hé thdng ra cac mang bén ngoai va
mang Internet.

+ Vung mang noi bo dat cac thiét bi ndi bo, cung cép cac dich vu ndi bo cho
ngudi sir dung trong hé théng.

4.2. M6 hinh két ndi vat ly

a) So dd hién trang

ISP: MIETTEL192.168.1.1/24

. = .

-E | 192.168.1.1/24

b) So dd quy hoach lai dé dap tng yéu cu an toan

ISP VIETTEL192.168.1.1/24

=)

‘ 10.108.2.1/24 I HOI TRUSNG
| 10,108.1.1/24




Hinh 2. Két ndi vat Iy cta hé thong

4.3. Danh muc thiét bi sir dung trong hé thong

a) Thiét bi hién co
Tén thiét bj/ ]
STT Vi tri trién khai Muc dich sir dung
Chung loai
Két ndi va dinh tuyén do
1 Modem/VIETTEL Ving mang bién | o o Va Ginh tuyen cong

vG1 cac Router cua ISP.

Wifi 6 Tp-link Deco

3 Ving mang ndi bd Thiét bi phat wifi
Bang 1. Danh myc thiét bi sir dung trong hé théng
a) Thiét bi can trang bi dé dap tmg yéu ciu an toan
Tén thiét bi/ Vi tri trié
STT ' _n ren Muc dich str dung
Chiing loai khai
Thiét bi tuong ltra duoc thiét
—— 1ap dé quan 1y, kiém soat t
1 MikroTik Vung mang E‘ip e‘ q>1an y~ iimt}??a rl;y
. A cap vao/ra gitta h¢ thong voi
RB2011UiAS-RM | bién P sie e Tone
vung mang ndi bd, vung
mang bién.

Bang 2. Danh muc thiét bi can trang bi

4.4. Danh muc cac ing dung/dich vu cung cap béi hé thong

(He théng khong c6 tng dung/dich vu truc tuyén)

4.5. Quy hoach dia chi IP cic viing mang trong hé thong

STT | Vung mang IP Private IP Public
1 Viung mang bién 192.168.1.1/24
2 Vung mang ndi bd | 10.108.1.1/24
3 Publish/Guest 10.108.2.1/24

Bang 3. Quy hoach dia chi IP cac viing mang trong hé thong



PHAN II. THUYET MINH CAP PQ PE XUAT

1. Danh muc hé thong thong tin va cip do dé xuat

TT

H¢ thong

Cap d6 dé
xuit

Can cwr dé xuat

1

Hé théng Mang LAN

1

biéu 7/ND85

2. Thuyét minh dé xuit cap d6 déi véi hé thong thong tin

chtrc, vién chuc, ngudi lao dong va khach dén 1am viée tai co quan truy cap dugc
internet dé xur 1y cong viée trong ndi bd co quan. Pay 1a hé théng co so ha ting
thong tin phuc vu hoat dong ctia Ban quan 1y khu du lich Thién Cam, cin ct theo
quy dinh tai Diéu 7 Nghi dinh 85/2016/ND-CP, hé thng nay duoc dé xuat cap do

1.

Hé théng mang ndi by (LAN) dugc xay dung dé phuc vu cho can bd, cong




PHAN III. THUYET MINH PHUONG AN BAO PAM
AN TOAN HE THONG THONG TIN
Thuyét minh phuong an vé quan 1y bao gdm céc ndi dung sau:
1. Thiét 1ap chinh sach an toan thong tin
2. To chirc bao dam an toan thong tin
3. Bao dam ngudn nhén lyc
4. Quan ly thiét ké, xay dung hé thong
5. Quan Iy van hanh hé théng
- Quan ly an toan mang
- Quan ly an toan may chua va img dung
- Quan ly an toan dir li¢u
Dbi v6i nhitng yéu cau quan 1y chua dap ing cic yéu cau an toan trong Thuyét

minh nay, Pon vi van hanh s& cap nhat, bo sung trinh Chu quan h¢ théng thong tin
ban hanh trong vong 01 thang, ké tir khi HSDXCP duoc phé duyét.

Thuyét minh phuwong an vé k§ thuat bao gdm céac ndi dung:
1. Bao dam an toan mang

1.1.Thiét ké hé thong

1.2. Kiém soat truy cap tir bén ngoai mang
1.3. Nhat ky hé théng

1.4. Phong chéng xam nhép

1.5. Bao vé thiét bi hé théng

2. Bdo dam an toan may chu

2.1. Xac thuc

2.2. Kiém soat truy cap

2.3. Nhat ky hé théng

2.4. Phong chéng xam nhap

2.5. Phong chéng phan mém doc hai

3. B4o ddm an toan tmg dung



3.1. Xac thuc

3.2. Kiém soat truy cip
3.3. Nhat ky hé théng

4. Bao dam an toan dir liéu
4.1. Sao luu dy phong

Doi véi cac yéu cau ky thuat chua dép Gng yéu cau an toan co ban trong

Thuyét minh nay, Pon vi van hanh s¢€ trién khai nang cép, thiét lap cAu hinh hé
thong dé dap tmg yéu cau 12 thang , ké tir khi HSDXCPD dugc phé duyét.

Thuyét minh phuong 4n bao dam an toan théng tin cho mang lan ndi bd cua

Ban quan 1y khu du lich Thién Cam s& bao gdm céc thuyét minh thanh phan sau.

S . 3
Ay Cap dg dae A £
T H¢ thong £ NOi dung thuyét minh
xuat

T
1 Tfluyét mirfh p%lu’ong an dap ung 1 Phy luc I

yéu cau quan ly

Thuyét minh phuong an dap tng
2 | yéu cau k¥ thuat dbi véi He 1 Phy lyc II

thong Mang LAN
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PHU LUC I. THUYET MINH PHUONG AN BAO PAM AN TOAN
THONG TIN VE QUAN LY VOI CAP PO 1

5.1.1. Thiét 1ap chinh sach an toan théng tin
5.1.1.1. Chinh sach an toan théng tin

Yéu cau Xay dung chinh sach, quy trinh quan ly, van hanh hoat dong
binh thuong cia hé thong nhim bao dam tinh sén sang cta hé
thdng trong qua trinh van hanh, khai thac.

Hién trang | Dap ung

( Tham chiéu Quy ché bdo dam an todn théng tin cho Hé thong
théng tin theo Quyét dinh so 04 /OP- BQL ngay 10 /12/2023
ciia Ban quan 1y Khu du lich Thién Cam)

Phwong 4n Quan ly an toz‘ln‘mang: ’

(Tham chieu Dieu 8 Quy ché bao dam an toan thong tin cho Hé
thong théng tin theo Quyét dinh s6 04 /OP- BQL ngay 10 /12/2023
Ciia Ban quan Iy khu du lich Thién Cam.

1. Hoat dong ctia hé théng phai dugc giam sat thudong
xuyén, lién tuc, bdo dam tinh kha dung ctia hé théng.

2. Toan bo cau hinh hé théng phai duoc sao luu, du phong
trén thiét bi hodc hé thong luu trir doc 1ap, dinh ky 01 thang/lan.

3. Khi thyc hién nang cip, thay doi cdu hinh hé thong phai
thuc hién ngoai gio lam viéc.

4. Phai kiém tra hoat dong tong thé ctia hé thong sau khi
thay ddi cdu hinh hodc nang cap hé thng.

5. Cap nhat, sao luu du phong va khoi phuc sau khi xay ra
su co:

a) Pinh ky hang thang hoic khi co thay doi, bo phan
chuyén trach thyc hién sao luu, dy phong hé¢ théng trén hé
thong doc 1ap nhu USB, DVD hoidc SAN.

b) Céc dit liéu sau yéu cau sao luu, du phong: tap tin cAu
hinh hé théng, anh hé diéu hanh may chu, co so dir liéu; dir
li¢u, thong tin nghiép vu.

6. Truy cap va quan 1y cau hinh hé théng:
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a) Cau hinh hé thong tu xa phai str dung cac gido thirc bao
mat c6 ma hoa thong tin nhu SSL, TSL, SSH, VPN.

b) Khi cdu hinh hé thdng tir bén ngoai phai thong qua két
noi VPN.

¢) Toan b ciu hinh hé théng phai duogc luu trén thiét bi
hodac h¢ thong luu trit doc 1ap.

Quan ly an toan may chu va ing dung:
(Tham chiéu Piéu 9 Quy ché bdo dam an toan théng tin cho Hé
thong thong tin theo Quyét dinh s6 04 /OP- BQL ngay 10/12/2023
ciia Ban quan 1y khu du lich Thién Cam )

Quy dinh vé quan Iy an toan may chu va tmg dung:

1. Quy dinh v61 may chu

a) Hoat dong ctia may chu phai dugc gidm sat thuong
xuyeén, lién tuc, bdo dam tinh kha dung ctia tng dung.

b) Anh hé diéu hanh phai dugc sao luu du phong trén hé
thong luu trtr doc 1ap dinh ky 01 thang/lan.

¢) May chu phai dugc nang cap, xir Iy diém yéu an toan
thong tin trén may chu trudce khi dua vao st dung.

d) Viéc két ndi, g& bo may chu khoi hé théng phai duogc sur
cho phép ctuia Thu truéng don vi va xo6a sach dir li¢u.

d) C6 tai liéu liét ké, cai dat v6i nhitng phan mém hé théng
cai trong may chu.

2. Quy dinh v61 tng dung:

a) Hoat dong cuia ing dung phai dugc giam sat thuong
xuyén, lién tuc, bdo dam tinh kha dung ctia img dung.

b) Ung dung phai duoc thiét 1ap chinh sach xac thuc;
Kiém soat truy cap; C6 phuong an bao mat thong tin lién lac va
bién phap bdo dam an toan ing dung va ma nguodn.

¢) Ung dung phai dugc dinh ky kiém tra danh gia an toan
thong tin 2 nim/lan hodc khi thay ddi, nang cip mé rong.

3. Truy cdp mang ciia may chu:

a) Két ndi, truy cdp may chi phai dugc kiém soat boi
tuong Itra hé thong.
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b) Chi m& cong quan tri hé thong tir ving mang LAN hoic
ving mang quan tri (néu co).

c¢) Truy cap quan tri may chu tir bén ngoai mang phai qua
kénh két ni VPN.

4. Truy cép va quan tri may chu va ing dung:

a) Pinh ky 03 thang thay ddi cac tai khoan, mat khau mac
dinh ngay khi dua hé diéu hanh, phdn mém vao st dung.

b) Chi cap quyén quan 1y may chii va tng dung cho can b
quan tri theo chirc nang nhi¢m vu duogc giao.

c¢) Truy cap quan tri mdy chu va ing dung phai qua giao
thirc ma héa nhu SSL, TLS, SSH va VPN.

d) Truy cap quan tri may chu va ting dung tir bén ngoai
mang phai qua kénh két ndi VPN.

5. Quy dinh vé cap nhat, sao luu du phong va khoi phuc
sau khi xay ra su co:

a) Pinh ky hang thang hoic khi ndng cap ung dung phai
sao luu, du phong ma ngudn Gmg dung va co so dit liéu trén
thiét bi hodc hé théng doc lap.

b) Dit liéu luu trit phai duge ma hoéa cing ma kiém tra tinh
nguyén ven.

c¢) Dir liéu luu trit phai dugc quan 1y theo phién ban va cé
quan ly truy cap.

Quan ly an toan dir li€u:

(Tham chiéu Piéu 10 Quy ché bdo dam an toan théng tin cho Hé
thong théng tin theo Quyét dinh so 04 /OP- BQL ngay 10/12/2023
Ciia Ban qudn 1y khu du lich Thién Cam.)

1. Quy dinh du phong va khéi phuc dir liéu:

a) Pinh ky hang tuan phai sao luu, du phong co so dif liéu
va dit liéu nghiép vu (néu c6) trén thiét bi hodc hé thong doc
1ap.

b) Dit liéu luu trit phai duoc mi hoa cting ma kiém tra tinh
nguyén ven.

c¢) Dt li¢u luu tr&r phai duge quéan 1y theo phién ban va co
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quan ly truy cap.

2. Pinh ky hang thang hodc khi c¢6 thay ddi cu hinh trén
hé théng thyc hién quy trinh sao luu du phong: tap tin ciu hinh
hé théng, ban du phong hé diéu hanh may chu, co s& dif liu;
dir liéu, thong tin nghiép vu.

3. Ban sao luu duoc luu trit trén thiét bi hodc hé théng doc
lap.

Quan Iy an toan ngudi sir dung dau cudi:

(Tham chiéu Piéu 11 Quy ché bdo ddm an toan théng tin cho Hé
thong théng tin theo Quyét dinh s6 04 /0P — BQL ngay 10/12/2023
ciia Ban qan 1y khu du lich Thién Cam.

1. Khi két ndi thiét bi luu trit ngoai nhu 6 cting di dong,
cac loai thé nhé, thiét bi luu trir USB,... phai quét virus trudc
khi doc hodc sao chep dir ligu.

2. Khong str dung cac may tinh thudc so hiru ca nhan (may
xéach tay ctia ca nhan, PDA) hodc nhiing thiét bi luu trit di dong
ca nhan vao mang quan tri hodc nghi¢p vu. Han ché tdi da viéc
str dung cac thiét bi luu trit ngoai dé sao chép, di chuyén dir
liéu.

3. Thiét 1ap mang cong cong cho cic may tinh thudc s
hitu c4 nhan (may xach tay ctia c4 nhan, PDA) hodc nhiing thiét
bi luu trit di dong c4 nhan va c6 quan ly truy cap vung mang
nay véi cac ving mang khéc trong hé thong.

4. May tinh ngudi st dung phai dugc thiét 1ap ché do cap
nhat ban vé ty dong va phan mém phong chong ma doc.

5.1.1.2. Xdy dwng va cong bé

Yéu cau

Chinh sach duoc to chic/ bd phan dugc uy quyén thong
qua trude khi cong bd ap dung.

Hién trang

Dap tng

(Tham chiéu Piéu 18 Quy ché bio dam an toan théng tin
cho Hé thong théng tin theo Quyét dinh so 04 /OP-BQL ngay
10/12/2023 ciia Ban quan 1y Khu du lich Thién Cam.

Phwong an

Quy ché nay dugc td chirc/bd phan trinh ngudi ding dau
don vi van hanh truéc khi cong b ap dung.
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5.1.1.3. Ra sodt, sira déi

Yéu cau

Chinh sach an toan théng tin kiém tra lai tinh phu hop va
thuc hién ra soat, cap nhat, bo sung.

Hién trang

bap tng

( Tham chiéu Diéu 19 Quy ché bdo dam an todn théng tin
cho Hé thong théng tin theo Quyét dinh sé6 04 /OP-BQL ngay
10/12/2023 ciia Ban quan 1y Khu du lich Thién Cam.)

Phuong an

1. Pinh ky 03 niam hoic khi c6 thay ddi Quy ché bao dam
an toan thong tin kiém tra lai tinh phu hop va thyc hién ra soat,
cap nhat, bo sung.

2. C6 hd so luu lai thong tin phan hdi cta d6i twong ap
dung chinh sach trong qua trinh trién khai, 4p dung chinh sach
an toan thong tin.

5.1.2. T chirc bio dam an toan thong tin

5.1.2.1. Pon vi chuyén trach vé an toin théng tin

Yéu cau

Co can bo co trach nhiém bdo dam an toan thong tin cho
hé théng thong tin

Hién trang

Dap tng

(Tham chiéu Piéu 15 Quy ché bio dam an toan théng tin
cho Hé thong théng tin theo Quyét dinh so 04 /OP-BQL ngay
10/12/2023 ciia Ban qudn 1y khu du lich Thién Cam.)

Phuong an

1. B phan quan 1y Hanh chinh Van phong, van thu co trach
nhiém bao dam an toan thong tin cho Hé théng mang noi bd va
1a dau méi lién hé véi cac co quan cép trén c¢6 thAm quyén dé
dam bao an toan, an ninh thong tin mang ndi bd cua don vi.

2. Tuan thu cac quy dinh vé trach nhiém cta bd phan
chuyén trach vé an toan thong tin dugc giao tai Quy ché nay.

5.1.2.2. Phéi hop véi nhitng co quan/to chirc cé thim quyén

Yéu cau

Cé6 dau moi lién h€, phoi hop voi cac co quan, té chirc ¢o
tham quyén quén ly v€ an toan thong tin;
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5.1.2.2.a

Hién trang

Dap ung

(Tham chiéu Piéu 4 Quy ché bdo dim an toan théng tin
cho Hé thong théng tin theo Quyét dinh sé6 04 /OP-BQL ngay
10 /12/2023 ciia Ban quan 1y khu du lich Thién Cam)

Phuong an

Pau mdi lién hé, phdi hop véi cac co quan, té chirc cb
tham quyén quan 1y vé an toan thong tin:

Ban quén 1y khu du lich Thién Cam giao bo phan quan ly
— hanh chinh , vin thu 13 dau méi lién hé, phédi hop céc co
quan, to chirc c6 tham quyén quan 1y vé an toan thong tin phuc
vu vi¢c bao dam an toan, an ninh mang cho Hé théng mang noi
bo.

Yéu cau

5122b

C6 dau moi lién h¢, phoi hgp véi cac co quan, to chire
trong cong tac hd tro diéu phoi xir Iy su ¢ an toan thong tin.

Hién trang

Dap ting

(Tham chiéu Diéu 4 Quy ché bdo ddm an toan théng tin
cho Hé thong théng tin theo Quyét dinh so 04 /OP-BQL ngay
10/12/2023 ciia Ban quan 1y Khu du lich Thién Cam.)

Phwong an

Pau mbi lién hé, phdi hop véi cac co quan, t6 chiic trong
cong tac hd tro didu phdi xur 1y sy ¢b an toan thong tin:

a) Ban quan 1y Khu du lich Thién Cam

- Nguoi lién hé: Tran Qudc Nhat

S6 dién thoai: 0913609922.

+ Email: nhatquoc0801@gmail.com.

b) UBND huyén Cam Xuyén

- Dién thoai: 02393.861.633

- Pia chi: S6 175, Duong Ha Huy Tap, thi tran Cam Xuyeén,
huyén Cam Xuyén, tinh Ha Tinh.

- Nguoi lién h¢: Ngd Thi Tu, Chuyén vién, Phong Van hoéa -
Thong tin, UBND huyé¢n Cam Xuyén.

+ S6 dién thoai: 0972.633.602

+ Email: ngothitu.cx@hatinh.gov.vn

- B4o c4o su ¢b qua nén tang diéu phdi, xur 1y su cb an toan
thong tin mang qudc gia: https:/irlab.vn
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- B40 c4o su c6 qua website cia VNCERT/CC:
https://vncert.vn

5.1.3. Biao dam ngudn nhan luc

5.1.3.1. Tuyén dung

Yéu cau

Can bo duoc tuyén dung vao vi tri lam vé an toan thong tin
c6 trinh d, chuyén nganh phu hop véi vi tri tuyén dung.

Hién trang

Dap tng

(Tham chiéu Piéu 5 Quy ché bdo ddm an toan théng tin
cho Hé thong théng tin theo Quyét dinh s6 04 /OP-BQL ngay
10/12/2023 ciia Ban quadn Iy Khu du lich Thién Cam.)

Phwong an

Can bo duoc tuyén dung vao vi tri lam vé an toan thong tin
c6 trinh d9, chuyén nganh vé linh vuc cong nghé thong tin, an
toan thong tin, pht hop vai vi tri tuyén dung.

5.1.3.2. Trong qua trinh lam viéc

Yéu cau

5.13.2.a

Cé6 quy dinh vé viéc thuc hién noi quy, quy ché bao dam
an toan thong tin cho nguoi st dung, can by quan 1y va véan
hanh hé thong

Hién trang

Dap ting

(Tham chiéu Diéu 5 Quy ché bdo ddm an todn théng tin
cho Hé thong théng tin theo Quyét dinh so 04 /OP-BQL ngay
10/12/2023 ciia Ban qudn 1y khu du lich Thién Cam )

Phwong an

Trach nhiém bao dam an toan théng tin cho nguoi s
dung, can bd quan 1y va van hanh hé thong:

- V61 nguoi st dung:

+ Nguoi sir dung c6 trach nhiém dam bao ATTT ddi véi
tung vi tri cong viéc.

+ Phai dugc thudng xuyén to chitc quan triét cac quy dinh
vé ATTT, nham nang cao nhan thuc vé trach nhiém dam bao
ATTT.

+ Phai ¢ trach nhiém tu quan 1y, bao quan thiét bi ma
minh dugc giao sir dung; khong tu ¥ thay doi, théo lap thiét bi.

- V6i can bd quan 1y va van hanh hé thong

+ Can bd quan 1y va van hanh hé thong phai thiét lap
phuong phap han ché truy cip mang khong ddy, giam sat va
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diéu khién truy cap khong day, to chirc sir dung ching thuc va
mi hoa dé bao vé truy cap khong day toi hé thong thong tin.

+ Can bd quan 1y va van hanh hé thong phai t6 chirc quan
1y dinh danh d6i v6i tt ca nguoi dung tham gia sir dung hé
thdng thong tin.

Yéu cau

5.13.2.b

C6 hinh thtic pho bién, tuyén truyén nang cao nhan thirc
vé an toan thong tin cho nguoi s dung.

Hién trang

Dap ung

(Tham chiéu Piéu 5 Quy ché bdo ddm an toan théng tin
cho Hé thong théng tin theo Quyét dinh sé 04 /OP- BQL ngay
10/12/2023 ciia Ban quan 1y khu du lich Thién Cam.)

Phuong an

Dinh ky hang nim t6 chirc hodc tham gia phd bién, tuyén
truyén nang cao nhan thirc vé an toan thong tin cho ngudi sir
dung do don vi chitc ning t6 chrc.

5.1.3.3. Chém diet hodic thay doi cong viéc

Yéu cau

Céan bo chdm dut hodc thay doi cong viéc phai thu hoi the
truy cap, thong tin dugc luu trén cac phuong tién luu trir, cac
trang thiét bi may moc, phan cting, phan mém va céac tai san
khac (néu c6) thude s hiru cua td chirc.

Hién trang

Dap tng

(Tham chiéu Piéu 5 Quy ché bdo ddm an toan théng tin
cho Hé thong théng tin theo Quyét dinh s6 04 /OP-BQL ngay
10/12/2023 ciia Ban qudn 1y khu du lich Thién Cam.)

Phwong an

Cham dut thay d6i cong viée

a) Can bd chdm dut hodc thay d6i cong viéc phai thu hoi
thé truy cép, thong tin dugc luu trén cac phuong tién luu trir,
cac trang thiét bi may moc, phan cimg, phin mém va cac tai san
khac (néu c6) thudc s hiru cua to chirc;

b) Bo phan chuyén trach thuc hién vo hiéu héa tat ca cac
quyén ra, vao, truy cap tai nguyén, quan tri hé théng sau khi can
bd thodi viéc.
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5.1.4. Quan 1y thiét ké, xAy dung hé théng thong tin

5.1.4.1. Thiét ké an toan hé théng théng tin

Yéu cau

514.1a

Co tai liéu mé ta quy mo, pham vi va doi tuong str dung,
khai thac, quan Iy van hanh hé théng thong tin.

Hién trang

bap uing

(Tham chiéu Piéu 6 Quy ché bio dam an toan thong tin
cho Hé thong théng tin theo Quyét dinh so 04 /OP-BQL ngay
10/12/2023 ciia Ban qudn Iy khu du lich Thién Cam.)

B6 phan chuyén trach xdy dung tai liéu mé td quy mo,

Phwong an ,
pham vi va doéi tuong st dung, khai thac, quan 1y van hanh hé
thdng thong tin va thuyét minh trong Ho so dé xuat cap do cua
hé thong.

Yéu ciu ) C(_) tai licu mo ta thiét ké va cac thanh phan cua hé thong
thong tin.

514.1Db

Hién trang

bép uing

(Tham chiéu Piéu 7 Quy ché bdo ddm an todn théng tin
cho Hé thong thdng tin theo Quyét dinh s6 04 /OP- BQL ngay
10/12/2023 ciia Ban qudn 1y khu du lich Thién Cam.)

Phwong an

B0 phan chuyén trach xdy dung tai liéu mo ta thiét ké va
cac thanh phan cta hé thong thong tin thuyét minh trong H6 so
dé xuat cap do ctia hé thong.

5.1.4.2. Thir nghiém va nghiém thu hé thong

Yéu cau

Thuc hién kiém thtr hé thong trude khi dwa vao van hanh,
khai thac st dung.

Hién trang

Dap tmg

(Tham chiéu Piéu 7 Quy ché bdo ddm an toan théng tin
cho Hé thong théng tin theo Quyét dinh so 04 /OP-BQL ngay
10/12/2023 ciia Ban qudn 1y Khu du lich Thién Cam.)

Phwong an

1. Bén trién khai x4y dung ké hoach, noi dung thir nghiém
hé théng trude khi thuc hi¢n thtr nghiém va nghiém thu hé
thong.

2. Pon vi van hanh thuc hién kiém thir hé théng trude khi
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dua vao van hanh, khai thac theo phuong an thiét ké dugc phé
duyét trong Ho so dé xudt cap do.

PHU LUC II. THUYET MINH PHUONG AN KY THUAT POI VOI
HE THONG CAP PO 1
Hé théng chi xur 1y thong tin ndi bo va xir Iy thong tin céng khai, phuc vu hoat

dong nodi bo cho can bo cua ban quan 1y khu du lich Thién Cam. Can ctr theo quy
dinh tai DBiéu 7/ND8S5, h¢ thong nay dugc dé xuat cap do 1

Phuong 4n bao dam an toan thong tin cp do 1 dugc thuyét minh nhu dudi
day:
5.2.1. Bio dam an toan mang
5.2.1.1. Thiét ké hé thong

a) Thiét ké cac ving mang trong hé théng theo chirc ning, bao gdm cic ving
mang:

STT Yéu ciu P/A Ghi cha/Mb ta

Hién tai hé théng dang st dung
mang ngang hang, chua phan ra céc
Vlan tach biét d¢ dam bao ATTT
1 | Ving mang ngi b khong 01’10 hé théng. Sé’ céu‘ hinh lai thé‘ll’ﬂ:l

cac Vlan cho cic vung mang phu
hop véi chuc nang/nhiém vu cia céac
thanh phén trién khai trong hé thong
mang lan tai UBND

Cung cép cac két nbi hé théng ra
2 | Vung mang bién cO |bén ngoai Internet va cac mang
khéac

b) Phuong an thiét ké bao dam cac yéu cau:

STT Yéu ciu P/A Ghi chi/Mb ta

1 | Phuong an quéan 1y | Chua | Du kién dép tung: Thiét 1ap cau hinh VPN
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truy cap, quan tri | dap |trén MikroTik RB2011UiAS-RM cho phép
hé thong tir xa an | tng |ngudi van hanh, ngudi st dung quan ly
toan truy cap, quan tri hé thong tir xa an toan.
Phuong an quan ly Du kién dap ung: Thiét 1ap cdu hinh chuc
truy cdp gilta cac | Chua | nang IDS/IPS trén céac luat/cac giao dién

2 |ving mang va| dap |cua MikroTik RB2011UiAS-RM dé quan 1y
phong chéng xam | ung |truy cdp va phong, chdng xam nhap giita
nhap vung mang LAN va mang bién.
Phuong é4n phong
ché)ng ma doc cho , . i .

3 ) o ) C6 | Str dung san pham VNPT Smart IR
may chu va may
tram

5.2.1.2. Kiém sodt truy cdp tir bén ngoai mang
STT Yéu cau P/A Ghi cha/Mb ta

Thiét 1ap hé thong chi
cho phép st dung céc két Dy kién dap tGng: Cau hinh trén
nbi mang an toan khi truy | Chua | MikroTik RB2011UiAS-RM chi cho

1 | cap thong tin ndi bo hodc | ddp | phép ngudi quan tri, nguot st dung

Internet

quan tri h¢ thong tur cac
mang bén ngoai va mang

ung |truy cdp vao cac tai nguyén h¢
thong thong qua két ndi VPN.

5.2.1.3. Nhat ky hé thong

Thiét 1ap chirc ning ghi, luu trit nhat ky hé théng

Yéu cau .
trén cac thiét bi mang chinh
Thiét bi
Wifi 6 Tp-link DecO +
MikroTik RB2011UiAS-RM
+

( dy kién)
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5.2.1.4. Phong ché'ng xdm nhdp

STT Yéu ciu P/A Ghi chi/Mb ta
C6 phuong 4&n phong
1 |chéng xam nhap dé bao vé | Khdng N/A
vung DMZ
Du kién dap tmg: Chiic nang IDS/IPS
Pinh ky cap nhat co so dir II 1er.1 ap. & ¢ .nang
SN v R R trén MikroTik RB2011UiAS-RM duoc
2 | li€u dau hiéu phat hién tan | Khong | , . . p ) A o
K cau hinh dé ty dong cap nhat dau hi¢u
cOng man ,
& Hans phat hi¢n xam nhép tu dong hang ngay.

5.2.1.5. Bdo vé thiét bi hé thong

Thiét 1ap cau hinh chi cho

Yéu cau Ciu hinh chtic ning xac
thuc trén cac thiét bi hé phép st dung céc két ndi
théng ( néu hd tro ) dé xac | mang an toan ( Néu hd tro )
Thiét bi thuc nguoi dung khi quan tri | khi truy cap, quan tri thiét bi
thiét bi truc tiép hoac tir xa; | tu xa.
Wifi 6 Tp-link Deco + +
MikroTik
RB2011UIAS-RM + +
( du kién)

5.2.2. Bao dam an toan may chu

( Hién tai trong Hé théng lan ndi bd khong c6 may chi)

5.2.3. Bao dam an toan wng du

5.2.3.1. Xac thuc

ng

Thiét 1ap cu hinh ung
Yéu ciu |dung dé xac thuc

nguoi st dung khi truy

cap, quan tri, cau hinh

ung dung
dung

Luu trit ¢c6 ma hoa | Thiét 1ap cau hinh

thong tin xac thuc hé | tng dung dé dam

théng bdo an toan mat
khau nguoi  su
dung
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Cac tng
dung

5.2.3.2. Kiém sodt truy cdp

Chi cho phép st dung | Thiét 1ap giéi han thoi
Yéu ciu cac ket. ndi mang an glz%n ch(’r (tl?eogt) dé dong
toan khi truy cédp, quan | phién két no1 khi tng dung
tri tng dung tur xa khéng nhan duoc yéu ciu
, tor nguoi dung
Ung dung
Céc ung dung + +

5.2.3.3. Nhat ky hé thong

Yéu cau Ghi nhat ky hé thong bao gom nhiing thong tin co
ban sau: (1) Thong tin truy cp ung dung (2) Thong
Ung dung tin ddng nhap khi quan tri tng dung.
Céc ting dung +

5.2.4. Bao dam an toan dir li€u

5.24.1. Sao luu du phong

STT Yéu cau P/A Ghi cha/Mb ta

Thong tin, dt li¢u quan
trong trén hé thong dam bao

Thyuc hi¢n sao luu du phong dugc sao luu du phong nhu:
1 |céac thong tin, dir li€u quan Co tap tin cAu hinh hé thng, co
trong trén hé thong. s& dir liéu; dir liéu, thong tin

nghiép vu trén thiét bi luu
trit USB, DVD...
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