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THUAT NGU, TU VIET TAT

STT Tir viét tat Nghia diy di
1. CNTT Cong nghé thong tin
2. CSDL Co s¢ dir ligu
3. LAN Mang ndi bo
4, VPN Vitural Private Network
5. DNS Domain Name Server
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PHAN I. THONG TIN TONG QUAN VE HE THONG THONG
TIN

1. Thong tin Chii quan hé thong thong tin
- Tén Té chirc: Uy ban nhan dan huyén Cam Xuyén
- Di¢n thoai: 02393.861.633

- Pia chi: S6 175, Pudong Ha Huy Tép, thi trdin Cam Xuyén, huyén Cam
Xuyén, tinh Ha Tinh.

- Nguoi lién hé: Ng6 Thi Tw, Chuyén vién, Phong Van hoa - Thong tin,
UBND huyén Cam Xuyén.

+ 86 dién thoai: 0972.633.602
+ Email: ngothitu.cx@hatinh.gov.vn

2. Thong tin Pon vi van hanh
- Tén Pon vi van hanh: UBND xi Cam Nhwong
- Quy dinh chirc ning, nhiém vu va quyén han: Quyét dinh sb: 143/Qb-
UBND, ngay 12 thang 12 nam 2023
- Nguoi lién hé: Nguyén Tién Anh — Cong chitc Vin héa — Xa hoi xa Cam
Nhuong
+ S0 dién thoai: 0941.083.828
+ Email: vanhoacamnhuong@gmail.com
3. M6 ta pham vi, quy mé ciia hé thong
- Pham vi, quy mé cta Hé théng Mang LAN: Hé thong thong tin ctia xd A
duoc thiét 1ap dé phuc vu cong tac tng dung cong nghé thong tin, chuyén ddi sb
cua xa A.
- Bbi tuong phuc vu cua h¢ théng: cong chuc, vién chirc va nguoi lao dong
cua xa A.



4. M ta cu tric cia hé thong
4.1. M6 hinh logic tong thé

a) So d hién trang

Vuang mang néi bé

b) So dd quy hoach méi dap tmg yéu cau an toan

Vung mang bién
ISP

202.191.z.y

192.168.1.1

i i I 192.168.1.0/24

o))

Vung mang ndi b

Hinh 1. Ciu tric logic ctia hé thong
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Céc vung mang duoc thiét ké nhu sau:

+ Ving mang bién duogc thiét ké dé két ndi hé thong ra cic mang bén ngoai
va mang Internet.

+ Vung mang ndi bd dat cac thiét bi ndi bo, cung cép cac dich vu noi bd cho
ngudi st dung trong hé thong.



4.2. M hinh két ndi vat ly

[Vnng mang blen]

a) So do hién trang

ua ‘g
Wifi L2SW
EI (=] J

C Vﬁng mang n-ﬁi—b@ _:/

b) So dd quy hoach lai dé dap tng yéu cu an toan



Vung mang bién
ISP

\ Modem

0/1

Firewall01

192. 168.1.0/24\

0/3 0/410/5{0/6

Il
I

/—> .".'.-—.'.-
4 4

K Vung mang noi1 bo /

Hinh 2. Két ndi vat Iy cua hé thong

\

!

4.3. Danh muc thiét bi sir dung trong hé thong
a) Thiét bi hién co

Tén thiét bi/ Vi tri trién
STT : _ Muc dich sir dung
Ching loai khai

1 | Modem/VNPT Yl}ng mang Két nféi va dinh t}lyé'n dong
bién vo1 cac Router cua ISP.




. . Vi Thiét bi dinh tuyén vt
2 | Switch L2/Cisco HngAmang i {_ mA et ving
no1 bo mang ndi bd
. Thiét bi cung cap két ndi
e i Vung mang ) . . .
3 | WIifi/TPlink i be internet khong day cho ving
noi bo

mang ndi bd

Bang 1. Danh muc thiét bi sir dung trong hé thong

a) Thiét bi can trang bi dé dap tng yéu ciu an toan

Tén thiét bi/ Vi tri trién
STT ) . Muc dich sir dung
Chiing loai khai
Thiét bi tuong ltra duge thiét
Vi lap dé quan 1y, kiém soat truy
: : ung man , . ,
1 | FirewallO1/Fortigate & mhang cap vao/ra gitra h¢ thong voi

bién

vung mang nodi bg, vung
mang bién.

Bang 2. Danh muc thiét bi can trang bi

4.4. Danh muc cac ing dung/dich vu cung cap béi hé thong

(Hé thong khong ¢ ung dung/dich vu truc tuyén)

4.5. Quy hoach dia chi IP cic viing mang trong hé thong

STT

Vung mang

IP Private

IP Public

1

Viung mang ndi b

192.168.1.0/24

202.191.z.y

Bang 3. Quy hoach dia chi IP cac viing mang trong hé théng




PHAN II. THUYET MINH CAP PO PE XUAT
1. Danh muc hé thong thong tin va cip do dé xuat

Hé théng thong tin cua tinh ... bao gdm hé thng thanh phan voi cip do dé
Xuat tuong tng, bao gom:

ST . Cap d¢ dé s
H¢ thong P :’) ¢ Can cir dé xuat
T xuat
1 | Hé thong Mang LAN 1 Diéu 7/ND85

2. Thuyét minh dé xuat cap do ddi voi hé thong thong tin

Hé théng Mang LAN chi xtr 1y thong tin cong khai va phuc vu hoat dong
ndi b cho can bo cua xa A. Can ctr theo quy dinh tai biéu 7/ND85, hé théng
nay duoc dé xuét cap do 1.
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PHAN IIL. THUYET MINH PHUONG AN BAO DAM
AN TOAN HE THONG THONG TIN
Thuyét minh phuong an vé quan 1y bao gdm céc ndi dung sau:
1. Thiét 1ap chinh sach an toan thong tin
2. To chirc bao dam an toan thong tin
3. Bao dam ngudn nhén lyc
4. Quan ly thiét ké, xay dung hé thong
5. Quan 1y van hanh hé thong
- Quan ly an toan mang
- Quan ly an toan may chua va img dung
- Quan ly an toan dir li¢u
Pbi véi nhitng yéu cau quan 1y chua dap ting cic yéu ciu an toan trong

Thuyét minh nay, Pon vi van hanh s& cap nhat, bo sung trinh Chii quan hé thong
thong tin ban hanh trong vong 01 thing, ké tir khi HSDXCP duoc phé duyét.

Thuyét minh phuong an vé ky thuat bao gdm céac ndi dung:
1. Bao dam an toan mang

1.1.Thiét ké hé thong

1.2. Kiém soat truy cap tir bén ngoai mang
1.3. Nhat ky hé théng

1.4. Phong chong xam nhap

1.5. Bao vé thiét bi hé thong

2. Bdo dam an toan may chu

2.1. Xac thuc

2.2. Kiém soat truy cap

2.3. Nhat ky hé théng

2.4. Phong chéng xam nhap

2.5. Phong chéng phan mém doc hai

3. B4o ddm an toan tmg dung
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3.1. Xac thuc

3.2. Kiém soat truy cap

3.3. Nhat ky hé thong

4. Bao dam an toan dir liéu

4.1. Sao luu dy phong

Doi voi cac yéu cau k¥ thuat chua dap ung yéu cau an toan co ban trong

Thuyét minh nay, Pon vi van hanh s& trién khai nang cép, thiét 1ap cAu hinh hé
thong dé dap ng yéu cu trong vong 12 thang, ké tir khi HSPXCD dugc phé

duyét.

Thuyét minh phuong an bao dam an toan thong tin cho Hé thng cua tinh

Quang Ninh s& bao gém cac thuyét minh thanh phan sau:

thong Mang LAN

ST . Cap d¢ dé .
Hg¢ thong d £ NOi dung thuyét minh
T xuat
1 Tfluyét mirfh p,hu:ong an dap tng 1 Phy Iuc I
yéu cau quan ly
Thuyét minh phuong an dap ting
2 | yéu cau ky thuat d6i voi Hé 1 Phu lyc II
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PHU LUC I. THUYET MINH PHUONG AN BAO PAM AN TOAN

THONG TIN VE QUAN LY VOI CAP PO 1

5.1.1. Thiét 1ap chinh sach an toan théng tin

5.1.1.1. Chinh sach an toan thong tin

Yéu cau

Xay dung chinh sach, quy trinh quan ly, van hanh hoat dong
binh thuong cia hé théng nhim bao dam tinh sin sang cua hé
thdng trong qua trinh van hanh, khai thac.

Hién trang

Dap ung

(Tham chiéu Quy ché bio dam an todn théng tin cho Hé thong
théng tin theo Quyét dinh so: 143/QD-UBND, ngay 12 thing 12
nam 2023 ciia UBND xd Cam Nhuwong)

Phuong an

Quain ly an toan mang

(Tham chiéu Diéu 9 Quy ché bao dam an toan théng tin cho Hé
thong théng tin theo Quyét dinh sé: 143/0P-UBND, ngay 12
thang 12 nam 2023 ciia UBND xa Cam Nhuong)

1. Hé théng mang phai duoc thiét ké thong nhat, duoc
quan 1y dinh danh, xac thuc di véi tat ca nguoi st dung nham
muc dich quan ly va bdo ddm an toan va bao mat.

2. Hé thong mang ndi bo (LAN) phai dugc bao vé bang
tuong lira (c6 thé tich hop tuong lira trén modem hodc router )
va phén chia hé théng mang thanh cic ving mang quan 1y theo
chinh sach an toan thong tin riéng.

3. Mang khong day (WIFI), can thiét 1ap cac thong sb an
toan va dinh ky it nhét 3 thang thay d6i mat khau truy cap nham
tang cuong cong tac bao mat. Hé théng mang khong day phai
dugc bao vé boi mat khau an toan.

Quan ly an toan may chu va &ng dung:

(Tham chiéu Diéu 10 Quy ché bdo dam an toan théng tin cho
Hé thong théng tin theo Quyét dinh so: 143/Q0D-UBND, ngay 12
thang 12 nam 2023 ciia UBND xd Cam Nhirong)

1. May chu phai dugc thiét 14p chinh sach xac thuc va
kiém soat truy cap. Cac hé thong thong tin can co phudng an
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gi61 han sO lan dang nhap, tu dong khoa tai khoan khi lién tuc
dang nhap sai vuot qua sb 1an quy dinh. T chirc theo ddi, giam
st tit ca cac phuong phap dang nhap tir xa, nhat 1a cc trudng
hop ddng nhap vao hé thdng véi muc dich quan tri.

2. Kiém tra, giam sat cac hoat dong lién quan dén cac noi
Iwru trit mat khau va canh bao khi c6 nhitng hanh dong bat
thuong (Vi du: user khong c6 quyén nhung cb tinh truy xuét
dén cac file lvu mat khau...).

Quan ly an toan dir li¢u:

(Tham chiéu Piéu 11 Quy ché bdo dam an toan thong tin
cho Hé thong thong tin theo Quyét dinh sé: 143/0P-UBND,
ngay 12 thang 12 nam 2023 cia UBND xd Cam Nhirong)

1. C6 co ché sao luu dir liéu du phong, luu trir dir liéu tai
noi an toan dong thoi thuong xuyén kiém tra dé dam bao sin
sang phuc hoi nham ngan ngira va han ché khi su ¢6 an toan
thong tin mang xay ra. Dit li¢u trén may chu duoc sao luu thong
qua hé thong sao Iuu dir licu.

2. Binh ky hoic khi co thay doi cau hinh trén hé thong
thuc hién quy trinh sao luu dy phong: tap tin cau hinh hé théng,
ban du phong hé diéu hanh may chu, co sé dir liéu; dir li€u,
thong tin nghi€p vu va cac thong tin, dit li€u quan trong khac
trén hé théng theo yéu cau cua don vi van hanh.

3. Quyén truy cap phai duoc phan ra theo timg cap do
tuong Umg vo1 tirng nhi€ém vu ctia nhan vién va phai dugc phé
duyét tir cap trén.

Quin ly an toan ngwoi sir dung dau cudi:

(Tham chiéu Piéu 12 Quy ché bdo ddm an toan théng tin cho
Hé thong théng tin theo Quyét dinh so: 143/0P-UBND, ngay 12
thang 12 nam 2023 ciia UBND xd Cam Nhwong)

Chinh sach, quy trinh quan 1y an toan nguoi st dung dau
cudi bao gdm:

1. Viéc str dung cac thiét bi luu trit ngoai nhu o cung di
dong, cac loai thé nhé, thiét bi luu trit USB,... phai thudng
xuyeén quét virus trude khi doc hodc sao chép dir liéu.
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2. Khong str dung cac mdy tinh thudc s& hitu ca nhan (may
xéach tay ciia c4 nhan, PDA) hodc nhiing thiét bi luu trir di dong
c4 nhan vao muc dich kinh doanh ctia céng ty. Han ché toi da
viée str dung cac thiét bi luu trit ngoai dé sao chép, di chuyén
dir liu.

3. Cac thiét bi dau cubi khi két ndi phai dugc quan ly va
cap nhat thong tin (t€n, chung loai, dia chi MAC, dia chi IP).
Can st dung co ché xac thyc va s dung giao thirc mang an
toan

4. BO phan chuyén trach vé an toan thong tin phai thuong
xuyén theo doi, kiém tra cac 16 hong bao mat va quan 1y két ndi,
truy cap khi sir dung thiét bj dau cudi tir xa.

5. BO phan chuyén trach vé an toan thong tin thuong xuyén
theo ddi cai dat, két nbi va g bo thiét bi dau cudi trong hé
thdng d6i véi cac nhan vién da nghi viéc.

6. BO phan chuyén trach vé an toan thong tin thudng xuyén
theo ddi cau hinh t6i wu va ting cudng bao mat (ctng hoa) cho
may tinh ngudi st dung va thuc hién quy trinh trudce khi dua hé

thong vao sir dung.

5.1.1.2. Xdy dwng va cong bé

Yéu cau

Chinh sach dugc t6 chic/ bd phan dugc uy quyén thong qua
trude khi cong bd ap dung.

Hién trang

Dap ung

(Tham chiéu Piéu 18 Quy ché bdo dam an toan théng tin cho
Hé thong théong tin theo Quyét dinh so: 143/0P-UBND, ngay 12
thang 12 nam 2023 ciia UBND xd Cam Nhwong)

Phwong an

Quy ché nay dugc to chire/bd phén trinh ngudi dung dau

don vi van hanh truéc khi cong b ap dung.

5.113.R

a soat, swa doi

Yéu cau

Chinh sach an toan thong tin kiém tra lai tinh phu hop va thuc
hién ra soat, cap nhat, bo sung.
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Hién trang

Pap tng

(Tham chiéu Diéu 19 Quy ché bdo dam an toan thong tin cho
Hé théng théng tin theo Quyét dinh sé: 1431 OD-UBND, ngay 12 thing
12 nam 2023 ciia UBND xd Cam Nhuong)

Phuong an

Xay dung Quy ché bao dam an toan thong tin cho hé théng, bao
gdm nhitng ndi dung sau:

Dinh ky 03 nam hodc khi c6 thay doi Quy ché bao dam an toan
thong tin kiém tra lai tinh phu hop va thuc hi¢n ra soat, cap
nhat, bo sung.

5.1.2. To chirc bao dam an toan thong tin

5.1.2.1. Pon vi chuyén trdich vé an toan thong tin

Yéu ciu Cé6 can bo cd trach nhi€ém bao dam an toan thong tin cho hé
thong thong tin
Hién trang | Pap ing

(Tham chiéu Diéu 16 Quy ché bio dam an toan théng tin cho Hé
théng théng tin theo Quyét dinh sé: 143/0D-UBND, ngdy 12 thang 12
nim 2023 ciia UBND xd Cam Nhirong)

Phwong an

1. Cong chirc van hoa 13 bo phan chuyén trach vé an toan
thong tin, c6 trach nhi¢ém bdo dam an toan thong tin cho hé
théng thong tin

2. Tuan thu cac quy dinh vé trach nhiém cia bod phan
chuyén trach vé an toan thong tin dugc giao tai Quy ché nay.

5.1.2.2. Phéi hop véi nhitng co quan/to chirc cé thim quyén

Yéu cau

5.1.2.2.a

C6 dau moi lién hé, phoi hop vai cac co quan, t6 chirc ¢6 tham
quyén quan ly vé an toan thong tin;

Hién trang

Dap ung
(Tham chiéu Piéu 5 Quy ché bdo dam an toan théng tin cho Hé

théng théng tin theo Quyét dinh s6: 143/0P-UBND, ngdy 12 thing 12
nam 2023 ciia UBND xd Cam Nhiwrong)

Phwong an

bau moi lién h¢, phoi hop vdi cac co quan, to chirc co
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tham quyén quan 1y vé an toan thong tin:

UBND x3 Cam Nhuong giao Cong chtrc vin hoa 1a dau
mdi lién hé, phdi hop cac co quan, td chirc ¢6 tham quyén quan
ly vé an toan thong tin phuc vu viéc bao dam an toan, an ninh
mang cho cic Hé thdng thong tin.

Yéu cau

5122Db

Co6 dau moi lién hé, phoi hop voi cac co quan, t6 chirc trong
cong tac ho trg diéu phodi xir Iy su co an toan thong tin.

Hién trang

Pap ung
(Tham chiéu Piéu 5 Quy ché bdo dam an toan théng tin cho Hé

théng théng tin theo Quyét dinh sé: 143/0D-UBND, ngdy 12 thang 12
nim 2023 ciia UBND xd Cam Nhirong)

Phuong an

Pau mdi lién hé, phdi hop véi cic co quan, to chirc trong
cong tac hd tro didu phdi xur 1y sy cb an toan thong tin:
a) UBND xi CAm Nhuong

- Nguoi lién hé: Nguyén Tién Anh — Cong chirc Vian hoa —
X2 hoi xa Cam Nhuong

+ S6 dién thoai: 0941.083.828

+ Email: vanhoacamnhuong@gmail.com
b) UBND huyén Cam Xuyén

- Dién thoai: 02393.861.633

- Pia chi: S6 175, Puong Ha Huy Tap, thi trin Cam
Xuyén, huyén Cam Xuyén, tinh Ha Tinh.

- Nguoi lién heé: Ngo Thi Tu, Chuyén vién, Phong Van hoa
- Thong tin, UBND huyén Cam Xuyén.

+ S6 dién thoai: 0972.633.602

+ Email: ngothitu.cx@hatinh.gov.vn

¢) S& Thong tin va Truyén thong tinh Ha Tinh

- Nguoi lién hé: Nguyén Thanh Lam — Phé giam doc
Trung tam.

Thanh vién thuong tryc: Ong Nguyén Thanh Lam - Pho
Giam doc Trung tdm Cong nghé

- Dién thoai: 02393606789
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- Email: ttentt-tt@hatinh.gov.vn

- Pia chi: S6 18, duong 26/2, Thanh phd Ha Tinh.

- Thanh vién thuong truc: Ong Nguyén Thanh Lam - Pho
Giam doc Trung tdm Cong nghé thong tin va Truyén thong, S&
Thong tin va Truyén thong Ha Tinh

bt: 0914237788

Email: ntlam.stttt@hatinh.gov.vn

d) Cuc An toan thong tin/Trung tam Ung ctru khan cép
khong gian mang Viét Nam (VNCERT/CC)

- Nguoi lién hé/bd phan: Phong Ung cru su ¢o

- S6 dién thoai: 0869 100 317

- Email: ir@vncert.vn

- B4o céo su cd qua nén tang diéu phoi, xt Iy su ¢ an toan
thong tin mang quoc gia: https://irlab.vn

- B4o cao su c6 qua website cia VNCERT/CC:
https://vncert.vn

5.1.3. Bio dam ngudn nhén lwe

5.1.3.1. Tuyén dung

Yéu cau

Can b dugc tuyén dung vao vi tri lam vé an toan thong tin c6
trinh d9, chuyén nganh phu hop véi vi tri tuyén dung.

Hién trang

Pap ung

(Tham chiéu Piéu 6 Quy ché bdo dam an toan théng tin cho Hé
théng thong tin theo Quyét dinh sé: 143/0P-UBND, ngay 12 thing
12 nam 2023 ciia UBND xd Cam Nhuwong)

Phwong an

Can bo duoc tuyén dung vao vi tri lam vé an toan thong tin
c6 trinh d9, chuyén nganh vé linh vuc cong nghé thong tin, an
toan thong tin, pht hop véi vi tri tuyén dung.

5.1.3.2. Trong qua trinh lam viéc

Yéu cau

5.1.3.2.a

Cé quy dinh vé viéc thuc hién nodi quy, quy ché bao dam an
toan thong tin cho nguoi st dung, can bd quan ly va van hanh
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https://vncert.vn/

hé thong

Hién trang

Pap ung

(Tham chiéu Piéu 6 Quy ché bdo dim an toan théng tin cho Hé
théng théng tin theo Quyét dinh sé: 143/0D-UBND, ngay 12 thing
12 nam 2023 ciia UBND xa Cam Nhuwong)

Phwong an

Trach nhiém bao dam an toan thong tin cho ngudi s dung,
can bd quan 1y va van hanh hé thong:

- V61 nguoi st dung:

+ Nguoi sir dung c6 trach nhiém dam bao ATTT d6i voi
tung vi tri cong viéc.

+ Phai duoc thuong xuyén to chirc quan triét cac quy dinh
vé ATTT, nhim nang cao nhan thirc vé trach nhiém dam bao
ATTT.

+ Phai ¢6 trach nhiém tu quan 1y, bao quan thiét bi ma
minh duoc giao sir dung; khong tu ¥ thay d6i, thao lap thiét bi.

- Vi can bd quan 1y va van hanh hé thong

+ Céan bd quan 1y va van hanh hé thong phai thiét 1ap
phuong phap han ché truy cdp mang khong day, giam sat va
diéu khién truy cap khong day, t6 chuc sir dung chung thyuc va
mi hoa dé bao vé truy cap khong day toi hé thong thong tin.

+ Can b quan 1y va van hanh hé thong phai to chirc quan
Iy dinh danh d4i véi tat ca nguoi dung tham gia sir dung hé
théng thong tin.

Yéu cau

513.2Db

C6 hinh thirc pho bién, tuyén truyén nang cao nhan thirc vé an
toan thong tin cho nguoi st dung.

Hién trang

Pap ung

(Tham chiéu Piéu 6 Quy ché bdo dam an todn théng tin cho Hé
théng théng tin theo Quyét dinh so: 143/0D-UBND, ngay 12 thing
12 nam 2023 ciia UBND xd Cam Nhuwong)

Phuong an

Dinh ky hang nam t6 chirc hodc tham gia phd bién, tuyén truyén
nang cao nhan thirc vé an toan thong tin cho ngudi st dung do
don vi chéc ning to chirc.
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5.1.3.3. Chim dit hodc thay déi cong viéc

Yéu cau

Céan bd chim dut hodc thay ddi cong viée phai thu hoi thé truy
cap, thong tin dugc luu trén cac phuong tién luu trl, cac trang
thiét bi may moéc, phan cimg, phdn mém va cac tai san khac
(néu c6) thudc sé hiru cta t6 chic.

Hién trang

Pap ung

(Tham chiéu Piéu 6 Quy ché bdo dim an toan théng tin cho Hé
théng théng tin theo Quyét dinh so: 143/0D-UBND, ngay 12 thing
12 nam 2023 ciia UBND xd Cam Nhuwong)

Phwong an

a) Can bo cham dit hodc thay d6i cong viéc phai thu hoi
thé truy cép, thong tin dugc luu trén cac phuong tién luu trit,
cac trang thiét bi may moc, phan ctng, phan mém va cac tai san
khac (néu c6) thude s hitu cua td chirc;

b) Bo phan chuyén trach thuc hién vo hiéu hoa tat ca cac
quyén ra, vao, truy cap tai nguyén, quan tri hé thong sau khi can
bd thdi viéce.

5.1.4. Quan Iy thiét ké, xdy dung hé thong thong tin

5.1.4.1. Thiét ké an toan hé théng théng tin

Yéu cau

514.1a

C6 tai liéu mé ta quy mo, pham vi va ddi tuong st dung, khai
thac, quan 1y van hanh hé thong thong tin.

Hién trang

Dap ung

(Tham chiéu Piéu 7 Quy ché bdo dam an toan théng tin cho Hé
thong théng tin theo Quyét dinh sé: 143/0D-UBND, ngay 12 thing
12 ndm 2023 ciia UBND xd Cam Nhwong)

Phwong an | B) phan chuyén trach xay dung tai liéu mo ta quy mo, pham vi
va dbi tuong st dung, khai thac, quan 1y van hanh h¢ théng
thong tin va thuyét minh trong HO so dé xuat cap do cua hé
thong.

Yéu ciu C6 tai lidu mo ta thiét ké va cac thanh phan cia hé théng thong

5141b | UM
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Hién trang

Pap tng

(Tham chiéu Piéu 7 Quy ché bdo dam an toan théng tin cho Hé
thong théng tin theo Quyét dinh sé: 143/0P-UBND, ngay 12 thing
12 nam 2023 ciia UBND xd Cam Nhwong)

Phuong an

. BO phén chuyén trach xay dung tai liéu mé ta thiét ké va cac
thanh phan cua hé thong thong tin thuyét minh trong HO so dé
xuét cAp do cua hé théng

5.1.4.2. Thir nghiém va nghiém thu hé thong

Yéu cau

Thuc hién kiém thtr hé théng trude khi dua vao van hanh, khai
thac str dung.

Hién trang

Pap ung

(Tham chiéu Piéu 8 Quy ché bdo dam an toan théng tin cho Hé
théng théng tin theo Quyét dinh so: 143/0D-UBND, ngay 12 thing
12 nam 2023 ciia UBND xd Cam Nhuwong)

Phwong an

1. Bén trién khai xdy dung ké hoach, ndi dung thir nghiém
hé théng trude khi thuc hién thir nghiém va nghiém thu hé
thong.

2. Pon vi van hanh thyc hién kiém thtr hé théng trude khi
dua vao van hanh, khai thac theo phuong an thiét ké dugc phé
duyét trong Ho so dé xuat cap do.

5.1.5. Quén ly van hanh hé thong thong tin

5.1.5.1. Qudn ly an toan mang

Yéu cau

Xay dung va thyc thi chinh sach, quy trinh quan ly van hanh
hoat dong binh thuong cua ha tang mang.

Hién trang

Dap ung

(Tham chiéu Piéu 9 Quy ché bdo dim an toan théng tin cho Hé
théng thong tin theo Quyét dinh sé: 143/QD-UBND, ngay 12 thing
12 nam 2023 ciia UBND xd Cam Nhuwong)

Phwong an

1. Hé théng mang phai dugc thiét ké théng nhat, duoc
quan 1y dinh danh, xac thuc d6i voi tat ca nguoi sir dung nham
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muc dich quan ly va bdo dam an toan va bao mat.

2. Hé théng mang ndi bd (LAN) phai duoc bao vé¢ b:?mg
tuong ltra (c6 thé tich hop tuong lira trén modem hodc router )
va phan chia hé théng mang thanh cac ving mang quan 1y theo
chinh sach an toan thong tin riéng.

3. Mang khong day (WIFI), can thiét 13p cac thong sé an
toan va dinh ky it nhat 3 thang thay d6i mat khau truy cap nham
ting cudng cong tac bao mat. Hé thong mang khong day phai
duoc bao vé bai mat khau an toan.

5.1.5.2. Quan ly an toan may chu va wng dung

Yéu cau

Xay dung va thuc thi chinh sach, quy trinh quéan 1y, van hanh
hoat dong binh thudng cta hé thong may chu va dich vu.

Hién trang

Pap ung

(Tham chiéu Diéu 10 Quy ché bio dam an toan théng tin cho Hé
théng théng tin theo Quyét dinh sé: 143/0D-UBND, ngay 12 thing
12 nam 2023 ciia UBND xd Cam Nhuwong)

Phwong an

1. Méy chu phai dugc thiét 1ap chinh sach xac thyuc va
kiém soat truy cap. Cac hé théng théng tin can c6 phudng an
gidi han s6 1an dang nhap, tu dong khoa tai khoan khi lién tuc
dang nhap sai vuot qua s 1an quy dinh. T chirc theo ddi, giam
st tit ca cac phuong phap dang nhap tir xa, nhat 1a cac trudng
hop dang nhap vao hé thong voi muc dich quan tri.

2. Kiém tra, giam sat cac hoat dong lién quan dén cac noi
Iwu trit mat khau va canh bao khi c6 nhitng hanh dong bat
thuong (Vi du: user khong c6 quyén nhung ¢b tinh truy xut
dén cac file luu mat khau...).

5.1.5.3. Quan ly an toan dir liéu

Yéu cau

C6 phuong an sao luu du phong thong tin, dir liéu, ciu hinh hé
thong.

Hién trang

Dap ung
(Tham chiéu Diéu 11 Quy ché bdo dam an toan théng tin cho Hé
théng thong tin theo Quyét dinh sé: 143/0D-UBND, ngay 12 thing
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12 nam 2023 ciia UBND xd Cam Nhuwong)

Phuong an

1. C6 co ché sao luu dit liéu du phong, luu trir dir li¢u tai
noi an toan dong thoi thudng xuyén kiém tra dé dam bao sin
sang phuc hoi nhdm ngin ngira va han ché khi sy ¢b an toan
thong tin mang xay ra. Dir li¢u trén may chu duoc sao luu thong
qua hé théng sao luu dir licu.

2. Pinh ky hodc khi c6 thay d6i cau hinh trén hé théng
thue hién quy trinh sao luu du phong: tap tin cdu hinh hé thong,
ban du phong hé diéu hanh may chu, co s dit liéu; dir licu,
thong tin nghi€¢p vu va cac thong tin, dir li¢u quan trong khéc
trén hé thong theo yéu cau ctia don vi van hanh.

3. Quyén truy cp phai dugc phan ra theo ting cip do
tuong Ung véi ting nhiém vy ctia nhan vién va phai dugc phé

duyét tir cap trén.

5.1.6. Phwon

¢ an Quan ly rii ro an toan thong tin

Yéu cau

Co chinh sach, quy trinh quan 1y quan ly rdi ro an toan thong tin

Hién trang

Dap tung
(Tham chiéu Diéu 13 Quy ché bdo dam an toan théng tin cho Hé
théng thong tin theo Quyét dinh sé: 143/QD-UBND, ngay 12 thing

12 nam 2023 ciia UBND xd Cam Nhuwong)

Phwong an

Pon vi van hanh xay dung va ban hanh Ho6 so Quan 1y rai
ro an toan thong tin bao gdm céc ndi dung sau:

1. Danh muc tai san thong tin, di liéu co trong hé thong.

2. Panh gia cac rii ro an toan thong tin dbi véi mdi loai tai
san.

3. C6 phuong an du phong va khoi phuc sau sy ¢b dbi voi

thong tin, dit liéu va g dung.
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5.1.7. Phwong an Két thiic vin hanh, khai thac, thanh 1y, hity bé hé thong
thong tin

Yéu cau Cé quy dinh, quy trinh vé Két thiic van hanh, khai thac, thanh

1y, hity bo

Hién trang | Pap ing

(Tham chiéu Diéu 14 Quy ché bio dam an toan théng tin cho Hé
théng thong tin theo Quyét dinh sé: 143/0D-UBND, ngay 12 thing
12 nam 2023 ciia UBND xd Cam Nhuwong)

Phwong an Ca nhan hodc tip thé c6 trach nhiém bao dam an toan
thong tin mang trong quan 1y, st dung thiét bi cong nghé thong
tin duoc giao.

1. Quy dinh hiy bo cac thong tin/dit liéu bao mat Khi stra
chita, khéc phuc cac sy c¢b ctia may tinh ding soan thao vin ban
mat, cac phong, don vi phai bao céo cho ngudi c6 tham quyén.
Khéng dugc cho phép cac td chic, ca nhan khong co trach
nhiém truc tiép stra chira, xtr 1y, khac phuc su cd.

2. Quy dinh vé xir Iy va hay bo phuong tién luu trit dién tir

a) Thiét bi CNTT c6 chira dir liéu (may tinh, thiét bi luu
trit, ...) khi bi hong phai duoc can bo chuyén trach vé cong nghé
thong tin kiém tra, stra chita, khéc phuc. Phai c6 bién phap kiém
tra, giam sat dam bao khong dé lot 16 thong tin hay lay nhiém
mi doc dbi voi may tinh mang ra bén ngoai sira chira, bao hanh.

b) Trudc khi tién hanh thanh 1y/loai bo thiét bi cong nghé
thong tin cii, phai ap dung cac bién phap k¥ thuat xoa bo hoan
toan dir liéu nguoi dung da tao ra, dam bao khong thé phuc hoi.

3. Quy dinh vé xir Iy thong tin trén cac phuong tién va
thiét bi CNTT: Trang thiét bi cong nghé thong tin c6 luu trix dir
liéu nhay cam khi thay d6i muc dich str dung hodc thanh 1y, don
vi phai thyc hién cac bi¢n phép xoa, tiéu huy dir li¢u d6 dam
bao khong c6 kha niang phuc hoi. Truong hop khong thé tiéu
huy dugc dit liéu, don vi phai thuc hién tiéu hiy cAu phan luu
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trir dit liéu trén trang thiét bi cong nghé thong tin do.

Trang thiét bi cong nghé thong tin c6 bd phan luu trit dir
liéu hodc thiét bi luu trix dir liéu khi mang di bdo hanh, bao
dudng, stra chita bén ngoai hodc ngung st dung phai thdo bd
phan luu trir khoi thiét bi hodc xba thong tin, dir li¢u luu trit trén
thiét bi (trir truong hop dé khoi phuc dit liéu)
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PHU LUC II. THUYET MINH PHUONG AN KY THUAT POI VOI
HE THONG CAP PO 1
Hé théng chi xir Iy thong tin ndi bd va xur 1y thong tin cong khai, phuc vu

hoat dong ndi bd cho can b cua xa Cém Nhuong. Cian ctt theo quy dinh tai Piéu
7/ND8S, h¢ thong nay dugc dé xuat cap do 1

Phuong 4n bao dam an toan thong tin cap do 1 duoc thuyét minh nhu dudi
day:
5.2.1. Bao dam an toan mang
5.2.1.1. Thiét ké hé thong

a) Thiét ké cac ving mang trong hé théng theo chirc ning, bao gdm cac ving

mang:
STT Yéu ciu P/A Ghi chi/Mo ta
Cung cdp két ndi mang cho céc
. N .| mdy tram va cac thiét bi dau cudi,
1 | Vung mang ndi by Co O o
cac thiét b1 khac cua nguoi st dung
vao hé thong
Cung cip cac két nbi hé thong ra
2 | Vung mang bién C6 | bén ngoai Internet va cdc mang
khac

b) Phuong an thiét ké bao dam cac yéu cau:

STT Yéu cau P/A Ghi chu/Mb ta
Phuong an quan ly Thiét 1ap cdu hinh VPN trén tuong lira
1 truy (fép, quan tri Co Firewall01 cho phép ngudi véan hanh,
hé thong tir xa an nguoi st dung quan 1y truy cép, quan tri
toan hé théng tir xa an toan.
Phuong an quan ly Thiét 1ap cau hinh chtc nang IDS/IPS trén
truy cip gilta cac cac ludt/cac giao dién cua tuong Ilwa
2 |ving mang va| C6 |Firewall 01 d& quan 1y truy cép va phong,
phong chéng xam chéng xam nhap giira ving mang LAN va
nhap mang bién.
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Phuong é4n phong
chéng ma doc cho

Cai dit phan mém phoéng, chong ma doc
cho toan bd may chu/may tram c6 trong hé

3 . .
may chu va may thong st dung giai phap AV (hodac EDR)
tram cua hang
5.2.1.2. Kiém sodt truy cdp tiv bén ngodi mang
STT Yéu ciu P/A Ghi chi/Mb ta
Thiét lap hé thong chi
ho phép st d ic két :
Cf phep su u‘ng ca.c © Cau hinh trén FirewallOl chi cho
noi mang an toan khi truy , o o
A e At AT« . | phép ngudi quan tri, nguoi su dung
1 | cap thong tin ndi bd hodc | Co

quan tri hé thdng tir cac
mang bén ngoai va mang
Internet

truy cap vao cac tai nguyén hé thong
thong qua két néi VPN.

5.2.1.3. Nhdt ky hé thong

Thiét 1ap chitic nang ghi, luu trir nhat ky hé théng trén

Yéu clu cac thiét bi mang chinh
Thiét bi
Modem/VNPT +
Firewall01/Fortigate +
Switch L2/Cisco +
Wifi/TPLink +
5.2.1.4. Phong chéng xam nhip
STT Yéu chu P/A Ghi chi/Mb ta
C6 phuong 4&n phong
1 |chéng xam nhap dé bao vé | Co N/A

vung DMZ
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Pinh ky cap nhat co so dir
liéu ddu hiéu phat hién tan
cong mang

Co

Firewall0l c6 ban quyén cho chirc
nang IDS/IPS. Chuc nang IDS/IPS trén
Firewall01 dugc cdu hinh dé ty dong
cap nhat d4u hiéu phat hién xam nhap
tu dong hang ngay.

5.2.1.5. Bio vé thiét bi hé thong

Yéu ciu Cau hinh chirc nang xéc | Thict 1ap cau hinh chi cho
thuc trén cac thiét bi h¢ | phép st dung cac két ndi
théng ( néu hd trg ) dé xac | mang an toan ( Néu hd tro )

o thuc nguoi dung khi quan | khi truy cap, quan tri thiét bi

Thiét bi tri thiét bi truc tiép hodc tir | tir xa,

Xa;
Modem/VNPT + +
FirewallO1/Fortigate + +
Switch L2/Cisco + +
Wifi/TPLink + +

5.2.2. Bao dam an toan may chu

5.2.2.1. Xac thuc

Thiét lap chinh sach | Thay doi cac tai | Thiét 1ap cau hinh

Yéu cau xac thyc trén may | khodn mac dinh trén | may chu dé dam bao
chi dé xac thuc|hé théng hodic vo |an toan mat khau
nguoi dung khi truy | hi€u hoa nguoi st dung
cap, quan ly va su

Msy chi WP, dHam Y
dung may chu;

NA NA NA NA
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5.2.2.2. Kiém sodt truy cdp

Thiét 1ap hé thdng chi cho phép sir dung cac két ndi mang an toan

Yéu ciu
khi truy cap, quan tri may chu tir xa

May chu
NA NA

5.2.2.3. Nhit ky hé thong

Thiét 1ap lap chirc ning ghi | Pong bo thoi gian giita may chi

Yéu ch : . .
cu cad nhat ky h¢ thong trén cdc may | véi may chu thoi gian
chu
May chu
NA NA NA

5.2.2.4. Phong ché'ng xdam nhdp

Loai bo cac tai khoan khong | Sir dung tudong lira ctia hé diéu

Yéu chu , Y , n \ LA LA PO ,
st dung, cac tai khoan khong | hanh va hé thong dé cam cac
con hop 1€ trén may chu truy cap trai phép té1 may chu

May chu

NA NA NA

5.2.2.5. Phong chéng phin mém doc hai

Yéu cau Cai dat phﬁn mém phong chéng ma doc va thiét lap ché do tu dong
cap nhat co s¢ dit liéu cho phﬁn mém
May chu
NA NA

29




5.2.3. Bao dam an toan uirng dung

5.2.3.1. Xac thuc

Thiét 1ap cu hinh tng | Luu trit ¢ m3 hoa | Thiét 1ap cau hinh
Yéu cau | dung dé xac thuc thong tin xac thuc hé | img dung dé dam
nguoi sir dung khi truy | thong bdao an toan mat
- cap, quan tri, cAu hinh khau nguoi s
Ung tng dung dung
dung
NA NA NA NA

5.2.3.2. Kiém sodt truy cdp

Chi cho phép st dung | Thiét 1ap giéi han thoi
Yéu ciu cac ket. nodli mang an gla%n ch(’r (tlrrr.leogt) dé dong
toan khi truy cap, quan | phién két noi khi ing dung
tr1 ung dung tir xa khong nhan duoc yéu cau
, tor nguoi dung
Ung dung
NA NA NA

5.2.3.3. Nhat ky hé thong

Yéu cau Ghi nhat ky hé thong bao gom nhiing thong tin co
ban sau: (1) Thong tin truy cip Ung dung (2) Thong
Ung dung tin ddng nhap khi quan tri tng dung.
NA NA

5.2.4. Bao dam an toan dir li€u

5.24.1. Sao luu du phong

STT Yéu ciu P/A Ghi chu/Mb ta

. Thong tin, dir liéu quan
Thyc hién sao luu du 5 N 1 ]
1 . , R ) N Cé trong trén hé thong dam bao
phong céc thong tin, dir Y .

o N duoc sao luu dy phong nhu:
liéu quan trong trén hé L o
tap tin cau hinh hé thong, co
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thong.

so dir li¢u; dit li¢u, thong tin
nghiép vu trén thiét bi luu
trir USB, DVD...
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