UY BAN NHAN DAN HUYEN CAM XUYEN
TRUNG TAM Y TE

- HO SO DE XUAT CAP PO 1
HE THONG CONG THONG TIN: CONG THONG TIN
PIEN TU TRUNG TAM Y TE HUYEN CAM XUYEN

Tinh Ha Tinh — 2024




MUC LUC
THUAT NGU, TU VIET TAT

DANH MUC CAC BANG
DANH MUC CAC HINH VE, PO THI
PHAN I. THONG TIN TONG QUAN VE HE THONG THONG TIN
1. Thong tin Chii quan hé théng théng tin
2. Thong tin Pon vi van hanh
3. M6 ta pham vi, quy mé ciia hé thong
4. M6 ta cau tric ciia hé thong
4.1. M hinh logic tong thé
4.2. Mo hinh két néi vat 1y
4.3. Danh muc thiét bi sir dung trong hé thong
4.4. Danh muc cac ing dung/dich vu cung cip béi hé thong
4.5. Quy hoach dia chi IP cic ving mang trong hé thong
PHAN II. THUYET MINH CAP PQ PE XUAT
1. Danh muc hé thong thong tin va cap dd dé xuat
2. Thuyét minh dé xuit cap d6 déi véi hé thong thong tin
PHAN III. THUYET MINH PHUONG AN BAO PAM
AN TOAN HE THONG THONG TIN

PHU LUC I. THUYET MINH PHUONG AN BAO PAM AN TOAN

THONG TIN VE QUAN LY VOI CAP PO 1
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THUAT NGU, TU VIET TAT
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3. LAN Mang ndi b

4, VPN Vitural Private Network

5. DNS Domain Name Server
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PHAN I. THONG TIN TONG QUAN VE HE THONG THONG TIN
1. Thong tin Chii quan hé thong thong tin

- Tén To6 chire: UBND huyén Cam xuyén

- Quy dinh chirc nang, nhiém vu va quyén han: Can ct theo Luat To chirc
Chinh quyén dia phuong ngay 19/6/2015;Luat sira doi, bo sung mot sd diéu cua
Luat t0 chirc Chinh phu va Luat to chirc Chinh quyén dia phuong ngay
22/11/2019

- Nguoi dai dién: Ha Van Binh Churc vu: Chu tich UBND huyén.

- Pia chi: Thi trAn Cam Xuyén - Tinh Ha Tinh

- Thong tin lién hé:

+ S§ dién thoai: 0912485388

+ Thu dién ti: havanbinh.cx@hatinh.gov.vn

2. Thong tin Pon vi van hanh
- Tén t6 chic: Trung tAm y té
- Quy dinh chirc ning, nhiém vu va quyén han: Thong tu s6 07/2021/TT-
BYT ngay 27/5/2021 cua B Y té hudng dan chuc nang, nhi€ém vy, quyén han
va co cau to chirc cua Trung tam y té huyén, quan, thi xa, thanh phé thuoc tinh,
thanh phd thudc thanh phd truc thudc Trung wong; Quyét dinh sé 634/QD -
UBND ngay 11/3/2024 caa UBND tinh Ha Tinh; Quyét dinh 2853/QD-UBND
ngay 05/9/2024 cuia UBND huyén veé viée Quy dinh chtrc nang, nhiém vy, quyén
han cua Trung tim Y té huyén Cam Xuyén.
- Nguoi dai dién: Nguyén Phuc Long, Chirc vu: Giam déc Trung tAm
- Pia chi: TDP 10, thi train Cam Xuyén, huyén Cam Xuyén, tinh Ha Tinh
- Thong tin lién hé:
+ S dién thoai: 0915.001.684
+ Email: longhoan.dr@gmail.com
3. M ta pham vi, quy md ciia hé thong
Pham vi, quy md ciia Hé thong thong tin: Cong thong tin dién tir Trung tdm
y t& huyén Cam Xuyén: duogc thiét 14p dé phuc vu quang ba hinh anh va giao
tiép cta Trung tAm y té téi cac t6 chirc, doanh nghiép va nguoi dan
Péi tuong phuc vu cua h¢ théng: T chtrc, ca nhan khéc lién quan dén viéc

cung cip thong tin hoat dong ctia Trung tim y té huyén Cam Xuyén
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4. M@ ta cAu tric cia hé thong
4.1. Mb hinh logic tong thé
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Hinh 1. Cdu tric logic ciia hé thong hién tai

Céc vung mang duoc thiét ké nhu sau:

- Vung mang bién dugc dit cac thiét bi Router, Firewall dé két ndi hé thong
ra cac mang bén ngoai va mang Internet.

- Ving DMZ dit cac may chii cong cong, cung cap dich vu ra bén ngoai
Internet.

- Ving may chu ndi bo (Server Farm) dat cac may cha ndi b, may chu co
s dir lidu, cung cdp cac dich vu/chuyén nganh cho nguoi st dung trong hé
théng.

- Ving mang ndi bo: Con goi 1a mang LAN (Local area network), 1a noi
dat cac thiét bi mang, may tram va may chu thugc mang no1 bo cua don vi



4.2. M hinh két ndi vat Iy
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Hinh 2. Két néi vt Iy ciia hé thong

4.3. Danh muc thiét bi sir dung trong hé thong

a) Danh muc thiét bi mang dang st dung trong hé théng

Tén thiét bi/ Vi tri trién L
STT Chiing loai Kkhai Muc dich str dung
1 | Router outsite/RGW V_lAmg mang K,et noi va leh tuyén dong vai
bién cac Router cua ISP.
Router Mikrotik Vung mang Két ndi va dinh tuyén dong véi
2 | CCR1009-7G-1C- . ,
DMZ cac Router cua ISP.
1S-1S+
2 | Sisco catalyst 2960 V“,”gAmai’ Ke;t noi cdc vung mang cua he
chu ndi bo thong
Draytek vigorSwitch | Ving mang K.et Jo1 cae may tra‘m va thict
3 A bi dau cudi trong vung mang
G2260 no1 bo
LAN.
Vine man K&t ndi cac may tram va thiét
4 | Tplink TL-SG1016D | .. g mang bi dau cuodi trong vung mang
noi bo LAN

Badng 1. Danh muc thiét bi sir dung trong hé thong
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https://www.sieuthimaychu.vn/index.php/Thong_Tin_San_Pham/9043/Thiet-Bi-Mang-Router-Mikrotik-CCR1009-7G-1C-1S-1S+
https://www.sieuthimaychu.vn/index.php/Thong_Tin_San_Pham/9043/Thiet-Bi-Mang-Router-Mikrotik-CCR1009-7G-1C-1S-1S+
https://www.sieuthimaychu.vn/index.php/Thong_Tin_San_Pham/9043/Thiet-Bi-Mang-Router-Mikrotik-CCR1009-7G-1C-1S-1S+

b) Danh muc thiét bj tudng lira trong hé théng

Tén thiét bi/ Vi tri trién L
STT Chiing loai Khai Muc dich str dung
: Vung mang Thiét bj tuong hra bao vé Gng
1 Firewall PfSence DMZ dung web.
9 Firewall Sico ASA | Vung mang Thiét bi twong Itra bao vé ing
5510 bién dung , website
Bang 2. Danh muc thiét bi twong lira trong hé thong
Tén thiét bi/ Vi tri trién L
STT Chiing loai Khai Muc dich str dung
1 | Server Cenos7_HT1 ghl;nzg may chi |\ chir cai dit ang dung Web
2 | Server VM_01 gﬁlﬂnzg may chit | \1sv char cai dat ang dung Web
HP proliant DL380 Vung may chu . Nt axy
3 gen 10(1) DMZ May chu cai dat ang dung Web
4 | Dell R730 VUngmay |y i CSDL cia hé théng
chu ndi bo
HP proliant DL380 Vung may . y o At &
5 gen 10(2) chit ndi bo Luu trir CSDL cua hé thong

Bdéng 3. Danh muc thiét bi mdy chii sir dung trong hé thong

4.4. Danh muc cac ing dung/dich vu cung cip béi hé thong

A s May chu/Dia chi may chu F
STT Tén dich vu cai d3t/Ving mang/HDH Muc dich sir dung
Céng thong tin dién | ServerWindow/192.168.6.9
1 tor Trung tam Y t€ | /113.160.178.199- May chu tmg dung
huyén Cam Xuyén | fe80::ab6f:a21b:aefb:88d1%2

Bdng 4. Danh muc cdc ing dung/dich vu cung cdp boi hé thong

4.5. Quy hoach dia chi IP cic viing mang trong hé thong

STT Ving mang IP Private IP Public
192.168.0.65 14.225.252.183
1 Dai IP cho may chu ving | 192.168.0.136 113.160.178.199
Application 192.168.0.159 | fe80::ab6f:a21b:aefb:88d1%2
192.168.10.1/24 2001:ee0:37f:fff6::182
2 | Dai IP cho viung Database | 192.168.6.1/24 Khéng public

Bang 5. Quy hoach dia chi IP cdc ving mang trong hé thong




PHAN II. THUYET MINH CAP PO DPE XUAT

1. Danh muc hé thong thong tin va cip do dé xuat

) Cap do aé o,
TT HE théng WXL Can o dé xult
xuat
Hé théng Coéng thdng tin Trun .
p | ¢ thong Long hong tin TTUNg 1 Didu 7/ND85
tam y t€ huyén Cam Xuyén

2. Thuyét minh dé xuit cap d6 déi véi hé thong thong tin

Hé thong Cong thong tin Trung tim y té huyén Cam Xuyén duoc xay dung
dé phuc vu quang ba hinh anh va giao tiép cia trung tdm y té tdi cac to chirc,
doanh nghiép va ngudi dan. Pay 13 hé thong co s ha ting thong tin phuc vu
hoat dong ctia Trung tdm y té huyén Cam Xuyén, cin ctr theo quy dinh tai Diéu
7 Nghi dinh 85/2016/ND-CP, hé théng nay dugc dé xuat cap do 1.




PHAN IIL. THUYET MINH PHUONG AN BAO DPAM
AN TOAN HE THONG THONG TIN
Thuyét minh phuong an vé quan 1y bao gdm cac ndi dung sau:
1. Thiét 1ap chinh sach an toan thong tin
2. T6 chirc bao dam an toan thong tin
3. Bao dam ngudn nhén lyc
4. Quan ly thiét ké, xay dung hé théng
5. Quan Iy van hanh hé théng
- Quan ly an toan mang
- Quan 1y an toan may chu va ting dung
- Quan ly an toan dir li¢u
Pbi véi nhitng yéu cau quan 1y chua dap tng cac yéu cau an toan trong

Thuyét minh nay, Pon vi van hanh s& cap nhat, bo sung trinh Chii quan hé théng
thong tin ban hanh trong vong 01 thang, ké tir khi HSPXCD duoc phé duyét.

Thuyét minh phuong an vé k¥ thuat bao gdm céc ndi dung:
1. Bao dam an toan mang

1.1. Thiét ké hé thong

1.2. Kiém soat truy cap tir bén ngoai mang
1.3. Nhat ky hé thong

1.4. Phong chéng xam nhéap

1.5. Bao vé thiét bi hé théng

2. Bao dam an toan may chu

2.1. Xac thuc

2.2. Kiém soat truy cap

2.3. Nhat ky hé théng

2.4. Phong chéng xam nhap

2.5. Phong chéng phan mém doc hai

3. B4do dam an toan img dung



3.1. Xac thuc

3.2. Kiém soat truy cip
3.3. Nhat ky hé thong

4. Bao dam an toan dir liéu
4.1. Sao luu dy phong

Pbi v6i cac yéu cau ki thuat chuwa dap tng yéu cau an toan co ban trong
Thuyét minh nay, Pon vi van hanh s& trién khai nang cép, thiét 1ap cAu hinh hé
thong dé dép ng yéu cu trong vong 12 thang, ké tir khi HSBXCD dugc phé
duyét.

Thuyét minh phuong 4n bao dam an toan thong tin cho Hé thong Cong
thong tin trung tAm y té huyén Cam Xuyén s& bao gém céc thuyét minh thanh

phan sau:
. Cap d¢ dé .
STT Hg¢ thong P ;Q ¢ Noi dung thuyet minh
xuat
. Thuyé} mjnh Phu?’ng an dap . Phu luc 1
ung yéu cau quan ly
Thuyét minh phuong an dap
mg yéu cau ky thuat doi voi
5 ung yéu cau ky thuat doi voi 1 Phy luc 11

Hé théng Cong thong tin trung

tam y té huyén Cam Xuyén
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PHU LUC I. THUYET MINH PHUONG AN BAO PAM AN TOAN

THONG TIN VE QUAN LY VOI CAP PO 1

5.1.1. Thiét 1ap chinh s&ch an toan théng tin

5.1.1.1. Chinh s&ch an toan théng tin

Yéu cau

Xay dung chinh sach, quy trinh quan 1y, van hanh hoat dong
binh thuong ctia hé thong nhim bao dam tinh sén sang cta hé
thdng trong qua trinh van hanh, khai thac.

Hién trang

Pap ing

(Tham chiéu Quy ché bdo dam an toan théng tin cho Hé thong
thong tin theo Quyét dinh sé 73/0P-TTYT ngay 08 thang 05
nam 2024 cia Trung tam y té huyén Cam Xuyén)

Phwong an

1. Quén ly an toan mang:

(Tham chiéu Piéu 10 Quy ché bio dam an toan théng tin cho
Hé théng théng tin theo Quyét dinh sé 73/0P-TTYT ngay 08
thang 05 ndm 2024 ciia Trung tam y té huyén Cam Xuyén)

1. Hé théng mang phai dugc thiét ké thong nhat, duoc
quan 1y dinh danh, xac thuc ddi véi tat ca nguoi su dung nham
muc dich quan Iy va bao ddm an toan va bao mat.

2. Hé thong mang ndi bd (LAN) phai duoc bao vé bang
tuong lira (c6 thé tich hop tudng ltra trén modem hodc router )
va phan chia hé thong mang thanh cac ving mang quan 1y theo
chinh s&ch an toan thong tin riéng.

3. Mang khong day (WIFI), can thiét 1ap cac thong sb an
toan va dinh ky it nhat 3 thang thay d6i mat khau truy cip nham
taing cudng cong tac bao mat. Hé thong mang khong day phai
dugc bao vé badi mat khau an toan.

2. Quén ly an toan may chi va ing dung:

(Tham chiéu Piéu 11 Quy ché bio dam an toan théng tin cho
Hé théng théng tin theo Quyét dinh sé 73/0P-TTYT ngay 08
thang 05 nam 2024 ciia Trung tam y té huyén Cam Xuyén)

Quy dinh v& quan Iy an toan may chu va tmg dung:

1. Méay chi phai duoc thiét 1ap chinh sach xac thuc va
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kiém soat truy cap. Cac hé thong thong tin can c6 phudng an
gid1 han s6 1an dang nhap, tu dong khoa tai khoan khi lién tuc
dang nhap sai vuot qua sd 1an quy dinh. T6 chtic theo ddi, giam
st tat ca cac phuong phap dang nhap tir xa, nhét 13 cac trudong
hop dang nhap vao hé thong véi muc dich quan tri.

2. Kiém tra, giam sat cac hoat dong lién quan dén céac noi
lwu trit mat khau va canh bao khi c6 nhimg hanh dong bat
thuong (Vi du: user khoéng cd quyén nhung cd tinh truy xuit
dén cac file lvu mat khau...).

3. Quan ly an toan dir li¢u:

(Tham chiéu Piéu 12 Quy ché bio dam an toan théng tin cho
Hé théng théng tin theo Quyét dinh sé 73/0P-TTYT ngay 08
thang 05 nam 2024 ciia Trung tam y té huyén Cam Xuyén)

1. C6 co ché sao luu dit lidu du phong, luu trtr dit 1i€u tai
noi an toan dong thoi thudng xuyén kiém tra dé dam bao sin
sang phuc hdi nham ngin ngira va han ché khi su cd an toan
thong tin mang xay ra. Dit li¢u trén may chu duoc sao luu thong
qua hé thong sao luu dir licu.

2. Pinh ky hodc khi c6 thay ddi cau hinh trén hé thong
thuc hién quy trinh sao luu du phong: tap tin cau hinh hé théng,
ban dy phong hé diéu hanh may chu, co s& dir liéu; dir liu,
thong tin nghiép vu va cac thong tin, dit li¢u quan trong khac
trén hé théng theo yéu cau cua don vi van hanh.

3. Quyén truy cdp phai duoc phan ra theo ting cap do
tuong Umg voi ting nhiém vu ctia nhan vién va phai dugc phé
duyét tir cap trén.

4. Quan Iy an toan ngudi sir dung diu cudi:

(Tham chiéu Piéu 14 Quy ché bio dam an toan théng tin cho
H¢ thong théng tin theo Quyét dinh sé 73/0P-TTYT ngay 08
thang 05 nam 2024 cia Trung tam y té huyén Cam Xuyén)

Chinh sach, quy trinh quan 1y an toan ngudi sir dung dau
cudi bao gom:

1. Viéc st dung céc thiét bi luu trix ngoai nhu b cung di
dong, cac loai thé nho, thiét bi luu trit USB,... phai thuong
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xuyén quét virus trudc khi doc hodc sao chép dir lig¢u.

2. Khong str dung cac may tinh thudc s¢ hiru ca nhan (may
xéach tay ctia ca nhan, PDA) hodc nhiing thiét bi luu trit di dong
c4 nhan vao muc dich kinh doanh cta cong ty. Han ché téi da
vi€c su dung cac thiét bi lwu trit ngoai dé sao chép, di chuyén
di ligu.

3. Cac thiét bi dau cudi khi két ndi phai duge quan 1y va
cap nhat thong tin (tén, chung loai, dia chi MAC, dia chi IP).
Can st dung co ché xac thuc va sir dung giao thirc mang an
toan

4. Bo phan chuyén trach vé an toan thong tin phai thudng
xuyén theo ddi, kiém tra cac 16 hong bao mat va quan 1y két ndi,
truy cap khi str dung thiét bi dau cudi tir xa.

5. Bo phan chuyén trach vé an toan thong tin thuong
xuyén theo doi cai dat, két ndi va g0 bo thiét bi dau cubi trong
hé théng dbi voi cac nhan vién da nghi viéc.

6. Bo phan chuyén trach vé an toan thong tin thuong
xuyén theo ddi cdu hinh téi wu va ting cudng bao mat (cing
hoéa) cho may tinh nguoi st dung va thyc hién quy trinh trudce
khi dwa hé thdng vao st dung.

5.1.1.2. Xay dung va cong bo

Yéu cau

Chinh sach dugc to chire/ bd phan duge uy quyén thong
qua trude khi cong bd ap dung.

Hién trang

Dap tng

(Tham chiéu Piéu 18 Quy ché bio dam an toan théng tin cho
H¢ thong théng tin theo Quyét dinh sé 73/0P-TTYT ngay 08
thang 05 nam 2024 cia Trung tam y té huyén Cam Xuyén)

Phwong an

Quy ché nay dugc Phong Ké hoach nghiép vu trinh nguoi
dung dau don vi van hanh trude khi cong bd ap dung.

5.1.1.3. Ra sodt, sira doi

Yéu cau

Chinh sach an toan thong tin kiém tra lai tinh phu hop va
thuc hién ra soat, cap nhat, bod sung.
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Hién trang

Dap tng

(Tham chiéu Piéu 19 Quy ché bio dam an toan théng tin cho
Hé théng théng tin theo Quyét dinh sé 73/0P-TTYT ngay 08
thang 05 nam 2024 cia Trung tam y té huyén Cam Xuyén)

Phuong an

1. Pinh ky 03 nim hoic khi co thay doi Quy ché bao dam
an toan thong tin, Van phong kiém tra lai tinh phu hop va thuc
hién ra soat, cap nhat, bo sung.

2. C6 hd so luu lai thong tin phan hdi cua dbi twong ap
dung chinh sachtrong qua trinh trién khai, 4p dung chinh sach
an toan thong tin./

5.1.2. To chirc bao dam an toan thong tin

5.1.2.1. Pon vi chuyén trach vé an toin théng tin

Yéu cau

Co can bo c6 trach nhiém bdo dam an toan thong tin cho
hé thong thong tin

Hién trang

Dap tng

(Tham chiéu Piéu 16 Quy ché bio dam an toan théng tin cho
Hé théng théng tin theo Quyét dinh sé6 73/0P-TTYT ngay 08
thang 05 ndm 2024 cia Trung tam y té huyén Cam Xuyén)

Phuwong an

1. Phong Ké hoach nghiép vu 1a bd phan phéi hop véi don
vi chuyén trach vé an toan, an ninh thong tin huyén co trach
nhiém bao dam an toan, an ninh cho cac hé thong thong tin.
2. Tuan thu cac quy dinh vé trach nhiém cta bd phan chuyén

trach vé an toan thong tin duoc giao tai Quy ché nay

5.1.2.2. Phéi hop véi nhitng co quan/to chirc cé thim quyén

Yéu cau

5.1.2.2.a

Cé6 dau moi lién h¢, phoi hop vai cac co quan, to chuc cod
tham quyén quén ly v€ an toan thong tin;

Hién trang

Dép ung

(Tham chiéu Piéu 5 Quy ché bdo dam an toan théng tin cho Hé
thong théng tin theo Quyét dinh sé 73/0P-TTYT ngay 08 thang 05
nam 2024 cua Trung tam y té huyén Cam Xuyén)

Phwong an

Pau mbi lién hé, phdi hop voi cac co quan, to chirc co tham
quyén quan 1y vé an toan thong tin:
Trung tdm Y té huyén Cam Xuyén giao phong Ké& hoach
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nghiép vu 1a dau moéi lién hé, phdi hop cic co quan, to chirc c6
thAm quyén quan 1y vé an toan thong tin phuc vu viéc bao dam
an toan, an ninh mang cho H¢ théng Hé théng mang ndi bd

Yéu cau

5122b

C6 dau moi lién hé, phoi hop véi cac co quan, to chirc trong
cong tac ho trg diéu phodi xur Iy su cd an toan thong tin.

Hién trang

Dap ung

(Tham chiéu Piéu 5 Quy ché bao dam an toan théng tin cho Hé
théng thong tin theo Quyét dinh s6 73/0P-TTYT ngay 08 thang 05
nam 2024 cua Trung tam y té huyén Cam Xuyén)

Phwong an

Pau méi lién hé, phdi hop vdi cac co quan, to chiic trong cong
tac hd tro dicu phdi xtr 1y su ¢d an toan thong tin:

a) Trung tAm y té huyén Cam Xuyén

- Nguoi lién hé: Nguyén Thi Minh, cong nghé thong tin

+ S0 dién thoai: 0915.877.286

+ Email: nguyenminh0812@gmail.com

b) UBND huyén Cam Xuyén

+ Ho va tén: Ngb Thi Tu, chuyén vién phong Van héa - Thong
tin;

+ S6 dién thoai: 0972.633.602

+ Email: ngothitu.cx@hatinh.gov.vn

b) S& Thong tin va Truyén thong tinh Ha Tinh

Dién thoai: 02393606789

- Email: ttentt-tt@hatinh.gov.vn

- bia chi: S6 18, duong 26/2, Thanh ph6 Ha Tinh.

- Thanh vién thuong truc: Ong Nguyén Thanh Lam - Pho Giam
d6c Trung tam

Cong nghé thong tin va Truyén thong, S¢ Thong tin va Truyén
thong Ha Tinh.

Dién thoai: 0914237788

Email: ntlam.stttt@hatinh.gov.vn

¢) Cuc An toan thong tin/Trung tim Ung ctru khan cip khong
gian mang Viét

Nam (VNCERT/CC)

- Nguoi lién hé/bo phan: Phong Ung ctru sy ¢b

- Sb dién thoai: 0869 100 317
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- Email: ir@vncert.vn

- B4o c4o su ¢6 qua nén tang diéu phdi, xir 1y su ¢ an toan
thong tin mang qudc

gia: https://irlab.vn

- Bao cao su cd qua website cia VNCERT/CC: https://vncert.vn

5.1.3. Bao dam ngudn nhan luc

5.1.3.1. Tuyén dung

Yéu cau

Can bo duoc tuyén dung vao vi tri [am vé an toan thong tin
c6 trinh d9, chuyén nganh phi hop véi vi tri tuyén dung.

Hién trang

Dap ung

((Tham chiéu Diéu 6 Quy ché bao dam an todn théng tin cho
Hé théng théng tin theo Quyét dinh sé6 73/0P-TTYT ngay 08 thang
05 nam 2024 ciia Trung tam y té huyén Cam Xuyén))

Phuwong an

Can bd duoc tuyén dung vao vi tri lam vé an toan thong tin
c6 trinh d9, chuyén nganh vé linh vuc cong nghé thong tin, an
toan thong tin, pht hop véi vi tri tuyén dung.

5.1.3.2. Trong quad trinh lam viéc

Yéu cau

5.13.2.a

Cé6 quy dinh vé viéc thuc hién noi quy, quy ché bao dam
an toan thong tin cho nguoi st dung, can by quan 1y va véan
hanh hé thong

Hién trang

Dap ung

((Tham chiéu Piéu 6 Quy ché bio dam an toan théng tin cho
Hé thong théng tin theo Quyét dinh sé6 73/0D-TTYT ngay 08 thang
05 nam 2024 ciia Trung tam y té huyén Cam Xuyén))

Phuwong an

Trach nhiém bao dam an toan théng tin cho nguodi s
dung, can bd quan 1y va van hanh hé thong:

- V61 nguoi st dung:

+ Nguoi st dung c6 trach nhiém dam bao ATTT d6i véi
tung vi tri cong viéc.

+ Phai dugc thudng xuyén t6 chirc quan triét cac quy dinh
vé ATTT, nham nang cao nhan thirc vé trach nhiém dam bao
ATTT.

+ Phai ¢6 trach nhiém tu quan 1y, bao quan thiét bi ma
minh duoc giao st dung; khong tu ¥ thay d6i, thao lap thiét bi.
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- Vi can bd quan 1y va van hanh hé thong

+ Can bd quan 1y va van hanh hé thdng phai thiét lap
phuong phap han ché truy cap mang khong diy, giam sat va
diéu khién truy cap khong day, to chirc sir dung chung thuc va
ma hoa dé bao vé truy cap khong day toi hé thong thong tin.

+ Can bo quan 1y va van hanh hé thdng phai to chirc quan
Iy dinh danh d6i véi tat ca ngudi dung tham gia st dung hé
thng thong tin.

Yéu cau

5.13.2b

C6 hinh thire pho bién, tuyén truyén nang cao nhan thirc
vé an toan thong tin cho ngudi st dung.

Hién trang

Dap tng

(Tham chiéu Diéu 6 Quy ché bdo dam an toan théng tin cho Hé
thong thong tin theo Quyét dinh sé 73/0D-TTYT ngay 08 thang
05 nam 2024 cia Trung tam y té huyén Cam Xuyén)

Phwong an

Pinh ky hang nam t6 chirc hoic tham gia phd bién, tuyén
truyén nang cao nhan thirc vé an toan thong tin cho ngudi sir
dung do don vi chic ning to chirc.

5.1.3.3. Chim ditt hodc thay déi cong viéc

Yéu cau

Can bd cham dut hoic thay d6i cong viéc phai thu hoi the
truy cap, thong tin dugc luu trén cac phuong tién luu trir, cac
trang thiét bi may moc, phan ctng, phan mém va cic tai san
khac (néu c6) thude sé hitu cua to chirc.

Hién trang

Dap tng

(Tham chiéu Diéu 6 Quy ché bio dam an todn théng tin cho Hé
thong théng tin theo Quyét dinh sé 73/OD-TTYT ngay 08 thang
05 nam 2024 cia Trung tam y té huyén Cam Xuyén)

Phuong an

Cham durt thay d6i cong viée

a) Can bd chdm dut hodc thay d6i cong viéc phai thu hoi
thé truy céap, thong tin duogc luu trén cac phuong tién luu trit,
cac trang thiét bi may moc, phan cimg, phin mém va cac tai san
khac (néu cd) thude sé hitu cta to chirc;

b) Bo phan chuyén trach thuc hién vo hiéu héa tat ca cac
quyén ra, vao, truy cp tai nguyén, quan tri hé théng sau khi can
bd thodi viéc.
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5.1.4. Quan 1y thiét ké, xAy dung hé théng thong tin

5.1.4.1. Thiét ké an toan hé thong thong tin

Yéu cau

514.1a

Co tai liéu mé ta quy mo, pham vi va ddi tuong str dung,
khai thac, quan Iy van hanh hé théng thong tin.

Hién trang

Dap tng

(Tham chiéu Diéu T Quy ché bdo dam an toan thong tin cho Hé
thong théng tin theo Quyét dinh sé 73/0D-TTYT ngay 08 thang
05 nam 2024 cia Trung tam y té huyén Cam Xuyén)

B6 phéan chuyén trach xdy dung tai liéu mo td quy mo,

Phwong an .
pham vi va doi tuong st dung, khai thac, quan ly van hanh hé
thong thong tin va thuyét minh trong Ho so dé xuat cap do cua
hé thong.

Yéu ciu ) C(_) tai liéu mo ta thiét ké va cac thanh phan cua hé thong
thong tin.

514.1Db

Hién trang

Dap ung

(Tham chiéu Diéu T Quy ché bdo dam an toan thong tin cho Hé
thong théng tin theo Quyét dinh sé 73/OP-TTYT ngay 08 thang
05 nam 2024 cua Trung tam y té huyén Cam Xuyén)

Phuong an

Bo phéan chuyén trach xay dung tai liéu mo ta thiét ké va
cac thanh phan cta hé thong thong tin thuyét minh trong Ho so
dé xuat cap do cta hé théng.

5.1.4.2. Thir nghiém va nghiém thu hé thang

Yéu cau

Thuc hién kiém thtr hé thong trude khi dua vao van hanh,
khai thac sur dung.

Hién trang

Dép ung

(Tham chiéu Diéu 8 Quy ché bdo dam an toan théng tin cho Hé
thong thong tin theo Quyét dinh sé 73/0OD-TTYT ngay 08 thang
05 nam 2024 cua Trung tam y té huyén Cam Xuyén)

Phwong an

1. Bén trién khai xay dung ké hoach, noi dung thir nghiém
hé thong truéc khi thuc hién thir nghiém va nghiém thu hé
thdng.

2. Pon vi van hanh thyc hién kiém thtr hé thong trude khi
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dua vao van hanh, khai thac theo phuwong an thiét ké duoc phé
duyét trong HO so dé xuét cap do.

5.1.5. Quan Iy van hanh h¢ thong thong tin

5.1.5.1. Quadn ly an toan mang

Yéu cau

Xay dung va thuc thi chinh sach, quy trinh quan 1y van
hanh hoat dong binh thudng cua ha ting mang.

Hién trang

Dap tng

(Tham chiéu Diéu 9 Quy ché bao dam an todn théng tin cho Hé
théng théng tin theo Quyét dinh sé6 73/0P-TTYT ngay 08 thang
05 nam 2024 cua Trung tam y té huyén Cam Xuyén)

Phuong an

1. Hé théng mang phai duoc thiét ké thong nhat, duoc
quan 1y dinh danh, xac thyc ddi voi tat ca nguoi str dung nham
muc dich quan ly va bdo dam an toan va bao mat.

2. Hé thong mang ndi bd (LAN) phai duoc bao vé bang
twong ltra (c6 thé tich hop tudng ltra trén modem hoic router )
va phan chia hé thong mang thanh cic ving mang quéan 1y theo
chinh sach an toan théng tin riéng.

3. Mang khong day (WIFI), can thiét 1ap cac thong sb an
toan va dinh ky it nhat 3 thang thay d6i mat khau truy cap nham
ting cuong cong tac bao mat. Hé thong mang khong day phai
duoc bao vé bai mat khau an toan.

5.1.5.2. Quan ly an toan mdy chu va wng dung

Yéu cau

Xay dung va thyc thi chinh sach, quy trinh quan ly, van
hanh hoat dong binh thudng cua hé thong may chu va dich vu.

Hién trang

Dap tng

(Tham chiéu Piéu 10 Quy ché bdo dam an toan théng tin cho
Hé théng théng tin theo Quyét dinh sé6 73/0P-TTYT ngay 08
thang 05 ndm 2024 cia Trung tdm y té huyén Cam Xuyén)

Phwong an

1. May chu phai dugc thiét 1ap chinh sach xac thuc va
kiém soat truy cap. Cac hé thong thong tin can co phudéng an
gi61 han s6 lan dang nhap, tu dong khoa tai khoan khi lién tuc
dang nhép sai vugt qua s6 1an quy dinh. T chirc theo dbi, giam
sat tat ca cac phuong phap dang nhap tir xa, nhat 1a cac trudng
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hop dang nhap vao hé thong voi muc dich quan tri.

2. Kiém tra, giam sat cac hoat dong lién quan dén cac noi
lwu trir mat khau va canh bao khi c6 nhimng hanh dong bat
thuong (Vi du: user khong c¢6 quyén nhung cb tinh truy xut

dén cac file lvu mat khau...).

5.1.5.3. Qudadn ly an toan dir liéu

Yéu cau

C6 phuong an sao luu du phong thong tin, dir lidu, cau
hinh hé thong.

Hién trang

Dap tng

(Tham chiéu Piéu 11 Quy ’ché’ bao dam an toan thong tin cho
Hé¢ thong thong tin theo Quyét dinh s0 73/0D-TTYT ngay 08
thang 05 nam 2024 cua Trung tam y té huyén Cam Xuyén)

Phuwong an

1. C6 co ché sao luu dit lidu du phong, luu trir dir licu tai
noi an toan dong thoi thudng xuyén kiém tra dé dam béo sin
sang phuc hdi nhim ngin ngira va han ché khi su ¢d an toan
thong tin mang xay ra. Dit li¢u trén may chu duoc sao luu thong
qua hé théng sao luu dir licu.

2. Pinh ky hodc khi c6 thay dbi cau hinh trén hé thong
thuc hién quy trinh sao luu du phong: tap tin c4u hinh hé théng,
ban du phong hé diéu hanh may chu, co s& dir liéu; dir li€u,
thong tin nghiép vu va cac thong tin, dit li¢u quan trong khac
trén hé théng theo yéu cau cua don vi van hanh.

3. Quyén truy cép phai dugc phéan ra theo timg cap do
tuong ung voi tirng nhi€ém vu cua nhan vién va phai dugc phé
duyét tir cap trén.

5.1.6. Phwon

g an Quan ly rii ro an toan thong tin

Yéu cau

Co chinh sach, quy trinh quan 1y quan ly rai ro an toan
thong tin

Hién trang

Dap tng

(Tham chiéu Piéu 13 Quy ,ché’ bao dam an toan thong tin cho
Hé thong théong tin theo Quyét dinh s0 73/OD-TTYT ngay 08
thang 05 nam 2024 cua Trung tam y te huyén Cam Xuyén)

Phwong an

Don vi van hanh xay dung va ban hanh H6 so Quan 1y rui
ro an toan thong tin bao gom céc ndi dung sau:

1. Danh muc tai san thong tin, di liéu co trong hé thong.
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2. Panh gia cic rui ro an toan thong tin d6i véi mai loai tai
san.

3. Co6 phuong an duy phong va khoi phuc sau sy c6 doi voi
thong tin, dit liéu va ting dung.

5.1.7. Phuong an Két thic van hanh, khai thac, thanh 1y, hity bé hé thong
thong tin

Cé quy dinh, quy trinh vé Két thic van hanh, khai thac,
thanh ly, huy bo

Yéu cau

Dap tng

(Tham chiéu Piéu 14 Quy ché bdo dam an toan théng tin cho
Hé théng théng tin theo Quyét dinh sé6 73/0P-TTYT ngay 08
thang 05 ndm 2024 ciia Trung tam y té huyén Cam Xuyén)

Hién trang

C4 nhan hoac tap thé co trach nhiém bao dam an toan
thong tin mang trong quéan 1y, sir dung thiét bi cong nghé thong
tin duogc giao.

1. Quy dinh huy bo cac thong tin/dir li€u bao mat Khi stra
chita, khic phuc cac su ¢b ctia may tinh dung soan thao vin ban
mat, cac phong, don vi phai bao cao cho nguoi ¢ tham quyén.
Khong duge cho phép cac to chirc, ca nhan khong c6 trach
nhiém tryc tiép stra chira, xtr 1y, khac phuc su cd.

2. Quy dinh vé xtr Iy va hay bo phuong tién luu trit dién tir

Phuong 4n a) Thiét bi CNTT c6 chtra dit liéu (mdy tinh, ‘thiét bi luu
trit, ...) khi b1 hong phai dugc can bo chuyén trach vé cong nghé
thong tin kiém tra, sira chita, khic phuc. Phai c6 bién phéap kiém
tra, giam sat dam bao khong dé lot 16 thong tin hay iy nhiém

ma ddc do1 vo1 may tinh mang ra bén ngoai sua chira, bao hanh.

b) Trude khi tién hanh thanh Iy/loai bo thiét bi cong nghé
thong tin cii, phai 4p dung cac bién phéap k¥ thuat xoa bo hoan
toan dir liéu nguoi dung da tao ra, ddm bao khong thé phuc hoi.

3. Quy dinh vé xir 1y thong tin trén cic phuong tién va
thiét bi CNTT: Trang thiét bi cong nghé thong tin c6 luu trix dit
liéu nhay cam khi thay ddi muc dich st dung hodc thanh ly, don
vi phai thyc hién cac bién phap x0a, ti€éu huy dir li¢u do6 dam
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bao khong c6 kha ning phuc hoéi. Trudng hop khong thé tiéu
huy duge dit liéu, don vi phai thuc hién tiéu hay cau phan luu
trir dit liéu trén trang thiét bi cong nghé thong tin do.

Trang thiét bi cong nghé thong tin c6 bo phan luu trir dir
liéu hodc thiét bi luu trit dit liéu khi mang di bao hanh, bao
dudng, stra chita bén ngoai hodc ngung st dung phai thédo bo
phan luu trir khoi thiét bi hodc x6a thong tin, dir liéu luu trix
trén thiét bi (trir trudng hop dé khoi phuc dit lidu)
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PHU LUC II. THUYET MINH PHUONG AN KY THUAT POI VOI
HE THONG CAP PO 1

Hé thong thong tin: Hé théng Cong thong tin trung tam y té huyén Cam
Xuyén duogc dé xuét 1a cép do 1. Do dé céc thiét bi duoc st dung dé trién khai
hé thong va cac thanh phan khac trong hé théng nhu ha ting mang, hé thong luu
trit... duoc thuyét minh phuong an dap tng yéu cau cap do 1 nhu sau:

6.2.1. Bao dam an toan mang

6.2.1.1. Thiét ké hé thong

a) Cac vung mang trong hé théng:

STT Yéu ciu P/A Ghi chi/Mb ta
. . Hé théng 0 hié
1 | Vung mang ndi bo Co , ¢ t. ong @g dung dl,m’c t .1et
ké tach biét véi cac hé thong dich
. ] vu khéc. Viéc phan cac vung chirc
2 | Vung mang bién Co s o ) .
nang duoc thuc hién trén Tuong
3 | Vung DMZ Céo Firewall PfSence, Firewall Sico ASA
5510
4 | Ving may chu ndi bd Co
b) Phuong 4n bao dam an toan thong tin
STT Yéu ciu P/A Ghi chi/M6 ta

St dung Tuong lira Firewall
PfSence c¢6 tich hop chuc
ning VPN dé quan 1y truy
cap, quan tri h¢ théng tr xa
an toan. Tinh nang VPN nay

Phuong an quén 1y truy cép, dugce ciu hinh tryc tiép trén
1 |quan tri h¢ thong tr xa an| CO |thiét bi Firewall PfSence,
toan Firewall Sico ASA 5510 quan

1y truy cap tr bén ngoai vao
vung mang ndi by , tor bén
ngoai vao vung may chu noi
bd, tr ving mang ndi b vao
vung may chi ndi bd
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Phuong an quan ly truy cép
gifra cdc vung mang va phong
chéng xam nhdp st dung
2 | tuong ltra c6 tich hop chuc
ning phong, chéng xam nhap
hoic san pham chdéng tin
cong, xam nhap

Str dung Tuong lua Firewall
PfSence, Firewall Sico ASA
5510 co tich hgp chuc nang
IPS dé quan Iy truy cap gitta
cdc vung mang va phong
chéng xam nhép.

CO | Tinh ning IPS dugc ciu hinh
trén Firewall PfSence, Firewall
Sico ASA 5510 kiém soat truy
cdp va phong chéng x4m
nhdp gilta cac phan vung
mang ndi by, may chu noi bd
va phan vung mang DMZ.

Phuong an phong chéng ma
doc cho may chu va may tram

St dung san pham Phong
CO | chong ma doc Bkav Endpoint
Al

Phuong an phong chéng tan
cong mang cho tng dung web

Str dung san pham Tuong lira
Firewall PfSence, Firewall
Sico ASA 5510 duogc dat tai
phan vung mang DMZ

Co

Phuong an du phong cho cac
thiét bi mang chinh

Ha ting mang déu dugc xay
dung 40 hoa trén hé théng
cluod VNPT, hé théng tuong
lra tai Trung tam CNTT va
Truyén thong luon dugc du
phong bang Firewall PfSence

Co

6.2.1.2. Kiém sodt truy cdp tir bén ngodi mang

STT Yéu ciu P/A

Ghi chu/Mo ta

Thiét 1ap hé thong chi cho
phép st dung cac két ndi
mang an toan khi truy cép
1 | thong tin ndi bo hodc quan | CO
tri hé théng tor cdc mang
bén ngoai va mang
Internet

Hé théng st dung Tuong lira Firewall
PfSence, Firewall Sico ASA 5510 co
tich hop chirc ning VPN duoc thiét
lap chi cho phép két ndi mang c6 hd
trg ma hoda, xac thuyc khi truy cép
thong tin ndi bd hodc quan tri hé
thong tlr cic mang bén ngoai va mang
Internet.
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Kiém soat truy cap tir bén
ngodi vao hé théng theo
tung dich vy, img dung cu
thé; chin tat ca truy cap
té1 cac dich vy, ung dung
ma hé théng khong cung
cap hodc khong cho phép
truy cap tir bén ngoai

Co

Tuong lia Firewall PfSence, Firewall
Sico ASA 5510 dugc thiét 1ap chi cho
phép kiém soat truy cap tir bén ngoai
vao hé théng theo tirng dich vu, Uung
dung cu thé; chin tat ca truy cap toi
cac dich vy, uing dung ma h¢ théng
khéng cung cap hodc khong cho phép
truy cap tur bén ngoai

Thiét 1ap gi6i han thoi
gian cho (timeout) dé

thong khong nhan duoc
yéu cau tir nguoi dung.

dong phién két nbi khi hé | C6

Thiét lap gi6i han thoi gian cho
(timeout) dé dong phién két ndi khi hé
théng khong nhian dugc yéu cau tir
nguoi dung trén Tuong ltra Firewall
PfSence, Firewall Sico ASA 5510 va
ngat phién két ndi VPN khi ngudi
dung khong thao tac st dung trong 1
khoang thot gian

6.2.1.3 Kiém sodt truy cdp tir bén trong mang

STT Yéu cau P/A Ghi cha/Mé ta
Chi cho phép truy cédp cac Chinh sach kiém soét truy cap tir
ung dung, dich vu bén ngoai cac vung mang trong hé théng di
theo yéu cau nghi€p vu, chan C6 ra cac mang bén ngoai va mang

cac dich vu khac khéng phuc
vu hoat dong nghi¢p vu theo
chinh sach ctia to chirc

Internet duoc thiét 1ap trén Tudng
lra Firewall PfSence, Firewall Sico
ASA 5510

6.2.1.4. Nhit ky hé thong

Yéu cau Thiét lap chirc nang ghi, Str dung méy chﬁq th(“ﬁ gian
- lvu trr nhat ky hé thong | trong hé thong dé dong bo
Thiet bi trén cac thiét bi hé thong | thot gian
Router outsite/RGW + +
Firewall Sico ASA
5510 * *
Firewall PfSence + +
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6.2.1.5. Phong chéng xdm nhdp

STT Yéu ciu P/A Ghi cha/Mb ta
Str dung Tuong lta Firewall PfSence,
Firewall Sico ASA 5510 co6 tich hop
chicc niang IPS dé bao vé cac vin
C6 phuong 4&n phong 8 g ,V' , vins
p ) T , mang trong h¢ thong. Tinh nang IPS
chong xam nhap dé bao vé | bap P .

1 , . o, duoc cau hinh trén Firewall PfSence
cac vung mang trong hé| ung |. .. , . p
thé kiém soat truy cdp va phong chong

on .

8 xam nhap gitta cac phan vung mang
ndi by, may chu ndi by va phan ving
mang DMZ.

: Thuc hién dinh ky cap nhét y di
Binh ky cdp nhdt co 5o dir| l“ud* "? da h,tyhf:f‘ptrj dt co'so d

2 | ligu ddu hidu phat hién tin | P | Heu dauhict phathicn tan cong mang

ung |trén Tuong ltra Firewall PfSence.

cong mang

Firewall Sico ASA 5510

6.2.1.6. Bio vé thiét bi hé thong

CAu hinh chtc

nang xac thuc

Chi cho phép su
dung cac két ndi

Han ché cac dia chi
mang co the két noi,

Yéu cau trén cac thiét mang an toan khi | quan tri thiét bi tur
bi truy cdp, quan tri|Xa
thiét bi tir xa

Thiét bi
Router outsite/RGW + + +
Firewall PfSence + + +
Firewall Sico ASA

+ + +

5510
Bkav Endpoint Al + + +
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6.2.2. Bio dam an toan may chu

6.2.2.1. Xdc thuc

Yéu cau

May chu

Thiét lap | Thay doi | Thiét 1ap chinh sach mat khau
chinh caC  tai|an todn: Yéu cau thay ddi mat
sach xac | khoan khau mic dinh; Thiét lap quy
thuc trén | mic dinh | tic dit mat khau vé sb ky tu,

may cha | trén  hé | loai ky tu; Thiét 1ap thoi gian

hi¢u héa | hop 1€

théng yéu cau thay db6i mat khau;
hoic v6 | Thiét 1ap thoi gian mat khau

Server Window/192.168.6.9

/113.160.178.199-
fe80::ab6f:a21b:aefb:88d1%?2

6.2.2.2. Kiém sodt truy cdp

Yéu ciu Chi cho phép sir dung | Thiét lap giéi han thoi
cac két ndi mang an | gian cho (timeout)
My chii toan khi truy cap, quan
tr1 may chu tur xa
Server Window/192.168.6.9
/113.160.178.199- + +
fe80::ab6f:a21b:aefb:88d1%2

6.2.2.3. Nhit ky hé thong

/113.160.178.199-

Yéu ciu Thiét 1ap lap |Pong bd thdi| Luu nhat ky hé
chic ning ghi | gian giita may | thong trong
nhat ky  hé | chu véi may chu | khoang thoi

May chu théng trén cac | thoi gian gian tbi thiéu 1a
may chu 01 thang

Server Window/192.168.6.9
+ + +

27




fe80::ab6f:a21b:aefb:88d1%2

6.2.2.4. Phong chéng xdm nhdp

~ 2 Loai bo | St dung | VO hiéu | Thuc  hién
Yeéu cau , N . . z
cac tai | tuong  Ilira | hoa cac | nang  cap,
khoan ciia hé diéu | giao thic |xa 1y diém
khong su | hanh va hé | mang yéu an toan
dung, céc | théng dé |khéng an|thong  tin
tai khoan | cAm céc truy | toan,  Cc&c [trén  may
May chu khong con | cap trai | dich vu hé |chu  trudc
hop 1¢ trén | phép  t6i | thong khi dua vao
may chi | may chu khong st | st dung
dung
Server
Window/192.168.6.9
+ + + +
/113.160.178.199-
fe80::ab6f:a21b:aefb:88d1%2

6.2.2.5. Phong chong phan mém déc hai

Yéu cau Cai dit phan mém phong | Kiém tra, do quét, xir ly
chéng ma doc va thiét 1ap ph?m mém doc hai cho céc
My chii ché do ty dong cap nhat phan mém trudc khi cai
dat
Server
Window/192.168.6.9
+ +
/113.160.178.199-
fe80::ab6f:a21b:aefb:88d1%2
6.2.2.6. Xir Iy mdy chii khi chuyén giao
STT Yéu chu P/A Ghi chi/Mb ta
1 | Co6 phuong an x6a sach théng | Dap | Hién tai chua c6 phuong an

28




tin, dir li€u trén mdy chu khi
chuyén giao hodc thay d6i muc
dich sur dung

ung

chuyén giao cho don vi su
dung. S€ c6 phuong an xda
sach thong tin, dir li€u trén
may cha khi chuyén giao
hodc thay ddi muc dich st

dung

6.2.3. Bao dam an toan ung dung

6.2.3.1. Xdc thuc

Thiét lap cdu | Luu trir ¢c6 ma | Thiét lap cdu | Han ché sb
hinh t@ng dung|hdéa thong tin|hinh tng dung | lan dang

Yéu ciu dé x4ac thuc|x4ac thuc hé|dé dam bao an nhap sai
nguoi st dung | théng toan mat khau | trong
khi truy cap, nguoi st dung | khoang thot
quan tri, cAu gian nhat
hinh tmg dung dinh v&i1 tai

Ung dung khoan nhat

dinh

Hé thong

Cong thong

tin Trung tam + + + +

y té huyén

Cam Xuyén

6.2.3.2. Kiém sodt truy cdp

Chi cho phép su Thiét l1ap gidi han | Gidi han dia chi mang
dung cac két ndi [thoi gian chd | quan tri dugc phép
Yéu cau mang an toan khi | (timeout) dé dong | truy cap, quan tri Gmg
truy cap, quan tri | phién két ndi khi | dung tir xa
ung dung tir xa ung dung khong
nhan dugc yéu
Ung dung cAu tir ngudi dimg
Hé théng Cong + + +
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thdng tin Trung
tam y té huyén
Cam Xuyén

6.2.3.3. Nhit

ky hé thong

Yéu cau

Ghi nhat ky hé thong bao gom
nhiing thong tin co ban sau: (1)
Thong tin truy cap ung dung (2)
Thong tin dang nhap khi quan tri

ﬁng dung

tmg dung; (3) Thong tin cac 16i
phat sinh trong qua trinh hoat
dong (4) Thong tin thay doi ciu
hinh tng dung.

Nhat ky hé thong phai
duoc luu trir trong khoang
thoi gian toi thiéu 1a 01
thang

Hé théng Cong
thong tin trung
tam y té huyén
Cam Xuyén

6.2.3.4. An toan irng dung va mi nguén

Yéu ciu CO chtic nang kiém tra tinh hop 1¢ cua thong tin, dit liéu dau
- vao trudce khi xtr 1y

Ung dung

Hé thongCong

thong tin trung
tam y té huyén
Cam Xuyén

6.2.4. Bao dam an toan dir li€u

6.2.4.1. Bio mdt dit liéu

STT Yéu ciu P/A Ghi cha/Mb ta
1 | Luu trit c6 ma hoa céc thong tin, 6 Thiét 1ap ma hoa dit liéu trén
dit liéu (khong phai 1a thong tin, thiét bi luu trit, phuong tién
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dir liéu cong khai) trén hé théng
luu trit/phuong tién luu trix

luu trir.

6.2.4.2. Sao luu dw phong

STT Yéu ciu PIA Ghi chit/Mb ta
Co6 thuc hién sao luu du
Thuc hi¢n sao luu duy phong phong cac thong tin, dir
cac thong tin, dit li€u co ban li¢u co ban sau: tap tin cAu
L | tap tin cau hinh hé théng, - hinh hé théng, ban du

ban dy phong hé diéu hanh
may chu, co s& dir ligu; dir

li¢u, thong tin nghié¢p vu

phong hé diéu hanh may
chu, co sé dir li€u; dir licu,
thong tin nghiép vu trén 6

cung di dong
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