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UY BAN NHAN DAN CONG HOA XA HQI CHUNGHIA VIET NAM
XA CAM DUE Poc l1ap - Tw do - Hanh phuc
S6: 214/QD-UBND Cam Dué, ngay 13 thang 12 nam 2023
QUYET PINH

Ban hanh quy ché bao dam an toan thdng tin, an ninh mang
Hé thong mang ni bo (LAN) caa UBND x& Cam Dué

CHU TICH UBND XA CAM DUE

Can cir Ludt Té chire Chinh quyen dia phwong ngay 19 thang 6 nam
2015;Can cvr Lugt sua doz b6 sung mot $0 diéu ciia Ludt T6 chire Chinh phii va
Ludt Té chirc Chinh quyén dia phwong s6 47/2019/0H14 ngay 22/11/2019;

Can cu Ludt Cong nghé thong tin ngay 29 thang 6 nam 2006;

Can cu ludt An toan thong tin mang ngay 19 thang 11 nam 2015;

Can cu Ludt An ninh mang ngay 12 thang 6 nam 2018;

Can cir Nghi dinh s6 64/2007/NP-CP ngay 10 thing 4 nam 2007 ciia
Chinh Phi Ung dung céng nghé théng tin trong hoat dong ciia co quan
nha nwoc,

Can cir Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 nam 2016 cua
Chinh phii vé dam bdo an toan He thong mang ndi bé theo cdp dg;

Can cir Nghi dinh s6 142/2016/NP-CP ngay 14 thing 10 nam 2016 ciia
Chinh phii vé ngdn chan xung dot théng tin trén mang;

Can cir Nghi dinh s6 53/2022/ND-CP ngay 15 thing 8 nam 2022 cia
Chinh phii quy dinh chi tiét mot sé diéu ciia Ludt An ninh mang;

Can cir Quyét dinh so 01/2021/0P-UBND ngay 19/01/2021 cia UBND
tinh vé viéc ban hanh Quy ché bdo dam an toan thdng tin mang trong hoat déng
ung dung Cong ngh¢ thong tin cua cdc co quan nha nude trén dia ban tinh;

Theo dé nghi ciia céng chirc Van phong - Thong ké.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh ndy Quy ché bao dam an toan
thong tin, an ninh mang hé théng mang noi bo (LAN) caa UBND x4 Cam Dugé

Piéu 2. Quyét dinh nay c6 hiéu lyc thi hanh ké tir ngay ky. Coéng chtrc Vian
phong - Théng ké, Cong chitc Vin hoa - Xa hoi, cac to chirc, ca nhan c6 lién
quan chiu trach nhiém thi hanh Quyét dinh nay./.

Noi nhdn:

- Nhu Diéu 2(QP);

- UBND huyén Cim Xuyén;
- Phong VH-TT huyén ;

- Chu tich, Phé CT UBND;

- Trang TTDT xa

- Luu: VT, VP.
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UY BAN NHAN DAN CONG HOA XA HQI CHUNGHIA VIET NAM
XA CAM DUE Poc l1ap - Tw do - Hanh phuc
QUY CHE

Bao dam an toan théng tin, an ninh mang hé théng mang néi bd
~ cua UBND xa Cam Dug
(Ban hanh kém theo Quyeét dinh so 214/OD-UBND ngay 13 thang 12 nam 2023)

Chuong I:
QUY PINH CHUNG

Piéu 1. Pham vi diéu chinh va dbi tweng ap dung

1. Pham vi diéu chinh

Quy ché nay quy dinh céc chinh sach quan Iy va céac bién phap nham bao
dam an toan thong tin, an ninh mang hé thong mang ndi bé UBND x& Cam
Dué quan tri, van hanh (sau day goi tat 14 Hé thong mang noi bo), bao gom:

- Pham vi quan ly vé vat ly va logic cua to chic;

- Céc ung dung, dich vu hé théng cung cap;

- Ngudn nhan luc bao d¢am an toan thong tin.

2. Béi tugng ap dung

a) Can b, vién chtrc va nguoi lao dong thuoc UBND xa Cam Dué

b) Co quan, t6 chtic, c& nhan co két ndi, sir dung Hé théng mang noi bo tai
UBND xa Cam Dug¢

¢) Co quan, t6 chirc, c& nhan cung cap dich vu quan Iy, van hanh, duy tri,
phat trién va bao dam an toan théng tin mang phuc vu hoat dong cua Hé thong
mang noi bo

Giai thich tu ngir

Trong quy ché nay, cac tir ngit dudi ddy dugc hiéu nhu sau:

1. An toan théng tin mang: 1a su bao vé théng tin, Hé thong mang noi bo
trén mang tranh bi truy nhap, st dung, tiét 19, gian doan, sira d6i hodc pha hoai
trai phép nham bao dam tinh nguyén ven, tinh bao mat va tinh kha dung cua
thong tin.

2. Mang: 12 moi truong trong d6 thong tin dwgc cung cap, truyén dua, thu
thap, xtr 1y, luu trit va trao ddi thdng qua mang vién thdng va mang may tinh.

3. Hé théng mang noi bo: 1a tap hop phan cang, phan mém va co sd dir liéu
duoc thiét lap phuc vu muc dich tao lap, cung cap, truyén dua, thu thap, xu 1y,
luu trit va trao ddi thong tin trén mang.

4. Chu quan Hé théng mang noi bd: 1a co quan, té chac, ca nhan c6 tham
quyén quan ly truc tiép ddi véi Hé théng mang noi bo.

5. Sur ¢6 an toan théng tin mang: 1 viéc thong tin, Hé théng mang noi bo bi
gay nguy hai, anh hudng tai tinh nguyén ven, tinh bao mat hoac tinh kha dung.

6. Rui ro an toan thdng tin mang: 1a nhiing nhan t6 cha quan hoic khéch
quan c6 kha nang anh huong téi trang thai an toan thong tin mang.
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7. Panh gia rui ro an toan théng tin mang: 1a viéc phat hién, phan tich, uéc
lwgng murc d6 tén hai, méi de doa ddi véi thdng tin, Hé thdng mang noi bd.

8. Quan Iy rai ro an toan théng tin mang: 1a viéc dua ra cac bién phap nhiam
giam thiéu rai ro an toan théng tin mang.

Piéu 2. Muc tiéu, nguyén tic bae dam an toan théng tin

1. Muc tiéu bao dam an toan théng tin

Bao vé thong tin, Hé thng mang noi bo trén mang tranh bi truy nhap, st
dung, tiét 16, gian doan, stra doi hodc pha hoai trai phép nham bao dam tinh
nguyén ven, tinh bao mat va tinh kha dung cua thong tin Hé théng mang noi bo

2. Nguyeén tac

a) Co quan, to chirc thudc dbi twong ap dung Quy ché nay c6 trach nhiém
bao dam an toan thong tin va Hé thong mang ndi bd trong pham vi xir Iy cong
viéc ciia minh theo quy dinh cta phap luat, huéng dan cia co quan, don vi ¢
tham quyén va cac quy dinh tai Quy ché nay.

b) Bao dam an toan thong tin (ATTT) 14 yéu cau bat budc, phai duoc thuc
hién thuong xuyén, lién tuc trong qua trinh:

1. Thu thap, tao lap, xur ly, truyén tai, Iuu trtr va st dung thong tin, dir ligu.

ii. Thiét ké, thiét 1ap va van hanh, nang cép, huy bo Hé théng mang noi bg.

c) Viéc bao dam an toan Hé thong mang ndi bo dugc thuc hién mot cach
tong thé, dong b, tap trung trong viéc dau tu cac giai phap bao vé, co su ding
chung, chia sé tai nguyén dé t6i wu hiéu ning, tranh dau tu thira, tring 1ap.

Piéu 3. Nhirng hanh vi nghiém cam

Cac hanh vi bi nghiém cam quy dinh tai Diéu 7 Luat An toan théng tin
mang va Diéu 8 Luat An ninh mang.

Picu 4. Phdi hep véi nhitng co quan/té chirc c6 tham quyén

1. Dau méi lién hé, phdi hop Véi cac co quan, to chac co tham quyén quan
ly vé an toan thong tin:

UBND xa giao Cong chtrc phu trach Van hoa — Xa hoi 1a dau mdi lién he,
phdi hop cac co quan, to chic co tham quyén quan ly vé an toan thdng tin phuc
vu Viéc bao dam an toan, an ninh mang cho Hé théng mang néi bo.

2. Dau méi lién he, phdi hop véi cac co quan, to chirc trong cong tac hd tro
diéu phdi xir Iy su ¢ an toan thong tin:

a) UBND x& Cam Dué

- Nguoi lién hé: Duong Qudc Tuin

+ S6 dién thoai: 0985522720

+ Email:

b) UBND huyén Cam Xuyén

- bién thoai: 02393.861.633

- bia chi: S6 175, buong Ha Huy Tap, thi trin Cam Xuyén, huyén Cam
Xuyeén, tinh Ha Tinh.

- Nguoi lién hé: Ngd Thi Tu, Chuyén vién, Phong Van hoa - Théng tin,
UBND huyén Cam Xuyén.

+ S6 dién thoai: 0972.633.602

+ Email: ngothitu.cx@hatinh.gov.vn
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¢) S¢ Thong tin va Truyén thdng tinh Ha Tinh

- bién thoai: 02393606789

- Email: ttentt-tt@hatinh.gov.vn

- Pja chi: S6 18, duong 26/2, Thanh phé Ha Tinh.

- Thanh vién thuong truc: Ong Nguyén Thanh Lam - Phé Giam dc Trung
tam Cong nghé thong tin va Truyén théng, S¢ Thong tin va Truyén thong Ha Tinh.

+ Dt: 0914237788

+ Email: ntlam.stttt@hatinh.gov.vn

d) Cuc An toan théng tin/Trung tdm Ung ctu khan cap khdng gian mang
Viét Nam (VNCERT/CC)

- Nguoi lién hé/bo phan: Phong Ung ctiu sy ¢6

- S6 dién thoai: 0869 100 317

- Email: ir@vncert.vn

- B4o céo su ¢ qua nén tang diéu phoi, xu Iy su cé an toan thdng tin mang
qudc gia: https://irlab.vn

- B4o c4o su ¢6 qua website cia VNCERT/CC: https://vncert.vn

3. Thuong xuyén tham tham du cac 16p dién tap dam bao an toan théng tin
mang; 16p dao tao, tap huan chuyén sau veé an toan thdng tin mang khi c6 yéu
CAU Cla c4c co quan, to chuc CO tham quyén .

Pi¢u 5. Bao dam ngudn nhan luc

1. Tuyén dung

Can bo dugc tuyén dung vao vi tri 1am vé an toan thong tin c6 trinh do,
chuyén nganh vé linh vuc cdng nghé théng tin, an toan thng tin, pht hop véi vi
tri tuyén dung.

2. Trong qué trinh lam viéc

a) Trach nhiém bao dam an toan théng tin cho nguoi str dung, can bo quan
ly va van hanh hé thng:

- V61 nguoi st dung:

+ Nguoi sir dung co trach nhiém dam bao ATTT dbi vai ting vi tri cong
VIEC.

+ Phai dugc thuong xuyén to chac quan triét cac quy dinh vé ATTT, nham
nang cao nhan thic vé trach nhiém dam bao ATTT.

+ Phai c0 trach nhiém tu quan ly, bao quan thiét bi ma minh duoc giao st
dung; khong tu y thay d6i, thao lap thiét bi.

- V¢i cén bd quan ly va van hanh hé théng mang noi bo

+ Can bo quan ly va van hanh hé thdng phai thiét 1ap phuong phéap han ché
truy cap mang khong day, giam sat va diéu khién truy cap khdng day, to chuc st
dung ching thuc va ma hoa dé bao vé truy cap khong day téi Hé théng mang
noi bo.

+ Can bo quan Iy va van hanh hé théng phai té chiic quan 1y dinh danh dbi
v6i tat ca ngudi diing tham gia sir dung Hé thong mang ndi bo.

b) binh ky hang nam t6 chirc hodc tham gia phd bién, tuyén truyen hang
cao nhan thic vé an toan thong tin cho ngudi sir dung do don vi chac ning t6
chtrc.


https://vncert.vn/

3. Cham dut thay d6i cong viéc

a) Céan bo chim dut hoic thay doi cdng viéc phai thu hdi thé truy cap,
thong tin dwgc lwu trén cac phuong tién luu trit, cac trang thiét bi may moc,
phan ctng, phan mém va céc tai san khac (néu co) thudc sé hitu cua to chic;

b) Bo phan chuyén trach thuc hién vo hiéu hoa tat ca cac quyén ra, vao,
truy cap tai nguy@n, quan tri hé théng sau khi can bo théi viéc

. . Chuﬂng 1I:
BéO DAM AN TOAN 'I:HONG TIN TRONG
QUAN LY THIET KE, XAY DUNG HE THONG

Pitu 6. Thiét ké an toan Hé thdng mang ndi bd

1. B6 phan chuyén trach xay dung tai liéu mé ta quy mé, pham vi va doi
tugng st dung, khai thac, quan ly van hanh H¢ théng mang noi bo va thuyét
minh trong Ho so dé xuét cap do cua hé théng.

2. Bo phan chuyén trach xay dung tai liéu mo ta thiét ké va cac thanh phan
cua Hé théng mang noi bo thuyét minh trong Ho so dé xuat cap do caa hé théng.

Pic¢u 7. Thir nghiém va nghiém thu hé théng

1. Bén trién khai xay dung ké hoach, noi dung thir nghiém hé théng trudc
khi thuc hién th nghiém va nghiém thu hé thong.

2. Pon vi van hanh thuc hién kiém thir hé thng trude khi dua vao van
hanh, khai thac theo phuong 4an thiét ké dugc phé duyét trong Ho so dé xuat cap
do.

] ] Chuong I1I:
BAO PAM AN TOAN THONG TIN TRONG
QUAN LY VAN HANH HE THONG

bic¢u 8. Quan ly an toan mang

1. Hé thdng mang phai duoc thiét ké thong nhat, dugc quan 1y dinh danh,
xac thyc dbi vai tat ca nguoi sir dung nham muc dich quan 1y va bao dam an
toan va bao mat.

2. Hé théng mang noi bo (LAN) phai duoc bao vé bang tuong lira (co thé
tich th turong lira trén modem hozc router) va phan chia hé théng mang thanh
cac vung mang quan ly theo chinh sach an toan thong tin riéng.

3. Mang khong day (WIFI), can thiét 1ap cac thong sb an toan va dinh ky it
nhat 3 thang thay d6i mat khau truy cap nham tang cuong cong tac bao mat. He
théng mang khong day phai dugc bao vé boi mat khau an toan.

Piéu 9. Quan ly an toan may chi va @ing dung

1. May chu phai duoc thiét 1ap chinh sach xac thyc va Kiém soat truy cap.
Hé théng mang ndi bocan co phudng an gioi han s6 lan ding nhap, tu dong khoa
tai khoan khi lién tuc dang nhap sai vuot quéa sé lan quy dinh. T6 chirc theo dai,
giam sat tat ca cac phu:0’ng phap dang nhap tir xa, nhat 1a cac truong hop ding
nhap vao hé théng véi muc dich quan tri.
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2. Kiém tra, giam sat cac hoat dong lién quan dén céac noi luu trit mat khau
va canh béo khi ¢ nhimg hanh dong bat thuong (Vi du: user khdng c6 quyén
nhung c6 tinh truy xuat dén céc file luu mat khau...).

Piéu 10. Quan ly an toan dix liéu

1. C6 co ché sao luu dir liéu du phong, luu trit dir liéu tai noi an toan ddng
thoi thuong xuyén kiém tra dé dam bao san sang phuc hdi nham ngin ngira va
han ché khi su ¢b an toan thdng tin mang xay ra. Dit liéu trén may chu dugc sao
lru thong qua hé thdng sao luu dit liéu.

2. Pinh ky hoic khi ¢6 thay doi cau hinh trén hé théng thuc hién quy trinh
sao luu du phong: tap tin cau hinh hé théng, ban du phong hé diéu hanh may
chu, co s¢ dir liéu; dir liéu, thong tin nghiép vu va cac thong tin, dir liéu quan
trong khéc trén hé théng theo yéu ciu cia don vi van hanh.

3. Quyén truy cap phai duoc phan ra theo ting cap do tuong ng Vvéi ting
nhiém vu ciia nhan vién va phai duoc phé duyét tir cap trén.

Picu 11. Quan ly an toan nguoi sir dung dau cudi

Chinh sach, quy trinh quan 1y an toan ngudi sir dung dau cudi bao gom:

1. Viéc st dung cac thiét bi luu trit ngoai nhu o cung di dong, cac loai thé
nhd, thiét b luu trit USB,,.. phai thuong xuyén quét virus trudce khi doc hodc sao
chép dir lidu.

2. Khong stir dung cac may tinh thudc s& hitu cad nhan (may xach tay ctua ca
nhan, PDA) hodc nhiing thiét bi luu trir di dong ca nhan vao muc dich kinh
doanh ctia cong ty. Han ché toi da viéc sir dung cac thiét bi luu trit ngoai dé sao
chép, di chuyén dif ligu.

3. Cac thiét bi dau cudi khi két ndi phai dugc quan 1y va cap nhat thong tin
(tén, ching loai, dia chi MAC, dia chi IP). Céan str dung co ché xac thuc va st
dung giao thirc mang an toan

4. BO phan chuyén trach vé an toan thong tin phai thuong xuyén theo ddi,
kiém tra cac 16 hong bao mat va quan 1y két ndi, truy cap khi str dung thiét bi
dau cudi tir xa.

5. BO phan chuyén trach vé an toan thong tin thuong xuyén theo ddi cai dit,
két n6i va gd bo thiét bi dau cudi trong hé théng ddi voi cac nhan vién da nghi
viéc.

6. Bo phan chuyén trach vé an toan thong tin thuong xuyén theo ddi cau
hinh t6i uu va tang cudng bao mat (cimg héa) cho may tinh nguoi st dung va
thuc hién quy trinh trudc khi dua hé thng vao sir dung.

Pi¢u 12. Quan Iy rii ro an toan théng tin mang

Pon vi van hanh xay dung va ban hanh Ho so Quan Iy rui ro an toan théng
tin bao gom céc noi dung sau:

1. Danh muc tai san théng tin, dit liéu cé trong hé théng.

2. Panh gia cac riii ro an toan thong tin d6i vai mdi loai tai san.

3. C6 phuong an dyu phong va khdi phuc sau su ¢6 ddi véi thong tin, di liéu
va ung dung.

Picu 13. Két thac van hanh, khai thac, thanh Iy, hiy bé

Ca nhan hoac tap thé cd trach nhiém bao dam an toan thdng tin mang trong
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quan ly, st dung thiét bi cong nghé thong tin duoc giao.

1. Quy dinh huy bo cac thong tin/di lieu bao mat Khi stra chia, khic phuc
cac su ¢cb cua may tinh dung soan thao van ban mét, cac phong, don vi phai bao
céo cho ngudi c6 tham quyén. Khong duoc cho phép cac té chire, ca nhan khong
c6 trach nhiém tryc tiép sira chira, xi ly, khéc phuc su cd.

2. Quy dinh vé xir Iy va huy bo phuong tién luu trit dién ta

a) Thiét bi CNTT c6 chaa dir liéu (may tinh, thiét bi luu tri, ...) khi bi
hong phai dugc can bd chuyén trach vé cong nghé thdng tin kiém tra, sira chira,
khic phuc. Phai c6 bién phap kiém tra, giam sat dam bao khong dé lot 16 théng
tin hay l1ay nhiém ma doc ddi voi may tinh mang ra bén ngoai stra chira, bao
hanh.

b) Trudc khi tién hanh thanh Iy/loai bé thiét bi cong nghé thong tin cii, phai
ap dung cac bién phap k¥ thuat xod bo hoan toan dir liéu nguoi dung da tao ra,
dam bao khong thé phuc hoi.

3. Quy dinh vé xir 1y thong tin trén cac phuong tién va thiét bj CNTT:
Trang thiét bi cong nghé thdng tin co luu trir dir liéu nhay cam khi thay doi muc
dich str dung hoac thanh 1y, don vi phai thuc hién cac bién phap x0da, tiéu hay dir
licu d6 dam bao khdng c6 kha niang phuc hoi. Truong hop khdng thé tiéu hay
duoc dir liéu, don vi phai thuc hién tiéu hity cdu phan luu trit dir liéu trén trang
thiét bi cong nghé thong tin do.

Trang thiét bi cong nghé thdng tin c6 bd phan lwu trir dir liéu hoic thiét bi
lvu trir dr li¢u khi mang di bao hanh, bao dudng, sua chita bén ngoai hodc
ngung sir dung phai thao bo phan lwu trir khoi thiét bi hodc xda thong tin, di liéu
Iwru trix trén thiét bi (trir truong hop dé khoi phuc dit lidu).

) ) ’Chu’O'ng I\{: )
TO CHUC BAO PAM AN TOAN THONG TIN

Piéu 14. Tréch nhiém cia UBND x&

Thuc hién trach nhiém theo quy dinh tai Bidu 22 Nghi dinh 85/2016/ND-
CP ngay 01 thang 7 nam 2016 cta Chinh pha vé bao dam an toan Hé thong
mang noi bo theo cap do.

Piéu 15. Trach nhiém cia Cong chirc viin héa

1. Cong chirc van hoa 1a bo phan chuyén trach vé an toan thdng tin, cé
trach nhiém bao dam an toan thong tin cho Hé thdng mang noi bo va 1a dau méi
lien hé véi cac co quan cap trén cd tham quyén dé dam bao an toan, an ninh
thong tin mang ndi bo cua don vi.

2. Tuén tha cac quy dinh vé trach nhiém cta bo phan chuyén trach vé an
toan thong tin dugc giao tai Quy ché nay.

Piéu 16. Tréach nhiém cia ngwoi ding

Thuc hién nghiém tuc cac quy dinh vé quan Iy, van hanh hé théng tai don
vi theo dung cac quy dinh hién hanh. Chap hanh ding cic quy dinh vé an toan
thong tin tai Piéu 12 Quy ché nay.

Piéu 17: Trach nhiém caa can bd quan ly van hanh hé thong
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1. Giao Cong chac Vian phong - Théng k& 1am nhiém vu van hanh, quan ly
hé théng mang nodi bo cua don vi.

2. Cong chic Van phong - Thong k& ¢6 trach nhiém xay dung va t6 chic
thuc thi chinh sach bao dam an toan thdng tin cho hé thong mang noi b cua don
Vi.

3. Cong chtc Vian phong - Thong k& ¢6 trach nhiém tham muu Lanh dao
don vi t6 chirc thuc hién céc nhiém vu caa don vi van hanh Hé théng mang noi
bo theo quy dinh tai Nghi dinh sé 85/2016/ND-CP cua Chinh phu, Théng tu s6
12/2022/TT-BTTTT cua Bo Thong tin va Truyén thong va cic huéng dan
chuyén nganh vé cdng tac bao dam an toan théng tin cho Hé théng mang néi bo
cua don vi.

4. B6i véi cac dich vu yéu cau thué van hanh thi cong chirc Van phong -
Théng k& ¢ trach nhiém tham muu don vi cung cap dich vu dam bao cung cap
day du céc thanh phan, chic nang; thiét ké, thiét 1ap hé thong dap ting cac yéu
cau Ky thuat cap do theo tiéu chuan TCVN 11930:2017 trinh lanh dao phé duyét
phuong an thué dich vu.

» Chuong V:
TO CHUC THUC HIEN

Picu 18: Xay dwng va cong bd

Quy ché nay duogc t6 chuc/bd phan trinh nguoi dung dau don vi van hanh
trude khi cong bd &p dung.

Piéu 19: Ra soat, cap nhat, bo sung Quy ché

1. Binh ky 03 nam hodc khi co thay d6i Quy ché bao dam an toan thong tin
kiém tra lai tinh phu hop va thyc hién ra soat, cap nhat, bod sung.

2. CO6 hd so luu lai théng tin phan hdi caa dbi twong ap dung chinh sach
trong qua trinh trién khai, &p dung chinh sach an toan thong tin.



		2023-12-20T14:57:57+0700


		ubxacamdue.cx@hatinh.gov.vn
	2023-12-20T15:00:35+0700


		2023-12-20T15:00:46+0700




