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UBND TINH HA TINH CONG HOA XA HQI CHU NGHIA VIET NAM
TIEU BAN ATANM Poc lap - Tu do - Hanh phic

S6: 155V TBATANM Ha Tinh, ngéy 30thdng Sndm 2024
V/v tang cudng bao mét

thong tin dang nhép tai khoan truc tuyén

Kinh gui: Thu truong cac co quan, don vi, dia phuong trén dia ban tinh.

Qua theo dbi, gidm sat hoat dong tén c6ng mang, co quan chuyén trach
dam bdo an toan, an ninh mang phat hién méi de doa méi c6 tinh chét nguy
hiém, nguy co gdy anh hudng dén an toan, an ninh mang cta nhidu co quan, to
chuc tai Viét Nam: ro ri thong tin dang nhap cac loai tai khoan tréen khong
gian mang. Theo théng ké ctia Trung tim An ninh mang quoc gia 63/63 tinh,
thanh pho déu c6 thong tin dang nhap thudc hé théng tén mién “* gov.vn” da bi
danh cap, riéng Ha Tinh ¢6 hon 1000 thong tin bi 19, lot trén khong gian mang.
Pic biét mot s6 co quan cép Trung wong, khéi Chinh phu cling bi 16, lot céc tai
khoan gido duc, tai chinh, ngén hang va céc tai khoan email ca nhan.

Mdt s nguyén nhan dan dén 16, lot thong tin ding nhap tai khoan truc tuyén:

- Do ¢4 nhan ngudi dung: ) Nguoi ding tu cung cép tai khoan/mat khau
cho trang web gia mao hodc trang web bi kiém soat béi tin tic hodc st dung
mang cong cong khong an toan. @ Ngudi ding tai xubng tap tin doc hai c6 chira
ma doc, stealer hodc Keylogger (thudng 1a cac phan mém bé khéa) va céc loai
ma doc 4m tham thu thép tai | khoén trén may nan nhan guri vé cho tin tic.

- Do chii quan hg' thong () Chu quan dé 16 lot thong tin tai khoan mac
dinh ho#c cong khai huong dan cac cach ding nhép thay thé, tit ma captcha,...
Hé théng luu triy usemame/password dudi dang ban r& (khong ma hoa) bj tan
cong xam nhap. 4

Nguy co va hau qua ctia viéc 19, lot thong tin dang nhap tai khoan truc tuyén:

- C4 nhan: (" Mét quyén truy cdp vao tai khoan: Hacker c6 thé thay doi
mét khéu cta nguoi dung va khién ho khong thé truy cdp vao cac tai khoan ca
nhan. @ Mat tién: Hacker str dung théng tin dang nhap dé truy cép vao tai khoan
ngan hang, thé tin dung hodc cac tai khoan tai chinh khac va danh cap tién. @) Bj
gia mao danh tinh: Hacker loi dung tai khoan ctia ngudi dung dé giri di céc tin
nhén/email gia mao vao muc dich vi pham phéap luat. ® Bj tong tién: Hacker c6
thé sir dung thong tin diang nhép bi ro ri dé truy cap, thu thap théng tin nhay cam
cua nan nhan va sur dung téng tién.

- T6 chire: (V) Hé théng c6 nguy co bi tAn céng mang: Hacker sir dung
thong tin dang nhap bi danh cip dé tan cong khai thac céc 18 hdng post-auth
hozc duy tri sy xdm nhdp trén hé thong. @ Ro ri dit liéu cua td chie, dic biét la
dir liéu nhay cam nhu cac loai tai khoan Thu dién tu; Quan ly van ban; Quan ly
cong viée; Quan ly can b, cong chire, vién chirc,...co thé din dén 16, mét tai liéu
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noi bo, tai liéu bi mat nha nuée. © Luu trit, phét tdn phin mém doc hai: Hacker
loi dung tai khoan bi ro ri dé tai ma doc Ién he thong, sau d6 loi dung danh tinh
cua tai khoan dé phat tan ma doc, tan cong muc tiéu khac trén hé thong.

Tu tinh hinh trén, dé ting cuong bao mat céc tai khoan truc tuyén, Tiéu
ban An toan, An toan mang tinh Ha Tinh dé nghi Thu trrong céc co quan, don
vi, dia phuong trén dja ban tinh chi dao trién khai thue hién cac ndi dung sau:

1. Tiép tuc t6 chirc trién khai hi¢u qua cac ndi dung tai Cong vin sd
1202/T]3ATANM-CQTT ngay 27/4/2024 cua Coéng an tinh - Co quan Thuong
true Ti€u ban vé viée ting cudng bao mat tai khoan truc tuyén.

2. Ra soat, kiém tra murc dd an toan ctia cac tai khoan truc tuyén cta can
bg, cbéng nhan vién chic (cd huong dan kem theo), bdo céo Tiéu ban An toan,
An ninh mang (qua Phong An ninh mang va phong chéng t6i pham sir dung
cong nghé cao - Céng an tinh truéce ngay 30/6/2024) dé tap hop.

Pau moi lién hé: Ddng chi Thiéu t& Dang Don Théng, Déi truéng Phong
An ninh mang va phong chéng toi pham sir dung cong nghé cao - Cong an tinh,
dién thoai: 0985.377.197.

Tiéu ban An toan, An ninh mang tinh Ha Tinh dé nghj céc co quan, don
vi, dia phuong t6 chirc thuc hién nghiém tac./g

b el 2 =
Noi nhin: ‘ KT. TRUONG TIEU BAN
- Thuong trye Tinh dy (dé béo céo); PHO TRUONG TIEU BAN
- Thudng trye HDND tinh (dé bao c4o); THUGNG TRUC

- /e Ch tich UBND tinh - Truéng Tiéu ban An toan,
An ninh mang (dé bao cao);

- Cac Ban Dang, UBKT, VP - Tinh uy;

- Cac Dang uy truc thudc Tinh uy;

- Vian phong UBND tinh;

- Vian phong Doan PBQH - HDND tinh:
- Cdc 0. ban, nganh, doan thé cap tinh;
- Céc Huyén ty, Thanh ty, Thi ay;

- UBND céc huyén, thanh phé, thi xa: GIAM POC CONG AN TiNH

- Céc cong ty, doanh nghiép Nha nudc trén dia ban; i i = A
- Luu: VT, ANM. Dai ta Nguyén Hong Phong




HUONG DAN CACH TU'
THONG TIN DANG

(Ban hanh kem theo Céng var

CAC BIEN PHAP BAO VE
OAN TRUC TUYEN

M ngay Xthdang S nam 2024)

* Céach tu kiém tra: cac cé nhan, co quan, don vi c6 thé kiém tra thong tin
dang nhap (lién quan dén email, tén mién, tén td churc,...) bi ro ri tai cac ing
dung sau: () https://haveibeenpwned.com; *) https://socradar.io/labs/dark-web-
report; @ https:/intelx.io;

* Cac budce xu ly khi phat hién thong tin dang nhap bi ro ri:

1. Detect: Truong hop tim kiém thay tai khoan ctia minh da bi 1o ri.
2. Respond: Nhitng budc co ban:

- Dit lai mat khau hogc khéa tai khoan.

- Kiém tra céc hoat dong dang nhap bat thudong trong nhat ky giam sat dé
thu thap ching cur tim kiém ke tan cong.

- Kiém tra mtrc d6 truy cép: Kiém tra quyén truy cép cta tai khoan bi 16
lot vao nhitng hé thong nao, tir d6 tiép tuc kiém tra va khac phuc cac hé thong co
nguy co bi xam nhap.

- Théng bao cho ngudi dung: Thay dbi mat khau, tai khoan sau dé thong
bao truc tiép cho nguoi dung.

3. Recover: Nghién ctru céc thong tin ddng nhép bi 16 lot dé xac dinh nguy
co gay 10, mét dir liéu:

- Mat khéu bi 16 ¢6 con ding nhap dugc hay khong?

- Mat khéu d6 duoc st dung trong khoang thoi gian nao?

- M4t khau c6 phai mic dinh hay khong?

- D& nghi ngudi dung phdi hop kiém tra cac may tinh da duoc str dung dé
dang nhap nhiing tai khoan dugc xac dinh nguon gay 10 lot va boc g& ma doc
(néu ¢6), nhiac nho ngudi ding vé cac nguyén nhan cé thé dan dén ro ri thong tin
dang nhap.

4. Identify: Danh gia lai rui ro cua ban dya trén thong tin 10 lot:

- C6 khoang trong nao trong quy trinh kiém soat tai khoan khong?

- Quan tri vién c6 biét mdi tai khoan bi 16 lot c6 quyén truy cép vao hé
thong nao khong?

- Céc tai khoan bi 13 lot ¢é duoc 4p dung nguyén tic dic quyén tdi thiéu
khong? Néu khéng, can tim nguyén nhén, do ndi by phan quyén sai hay do ke
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tan cong da leo quyén thanh cong Sau do tién hanh gi6i han cac quyén khong
can thiét cua tai khoan dé.

5. Cac bién phap bao vé:

5.1. Ngan han:

- Thém budc xéc thuc da nhan té;

- Dt han sir dung cho mat khau, yéu cu ngudi ding phai thay déi méat
khau thuong xuyén;

- Khoéng su dung chung mét mat khau cho nhiéu hé thdng, st dung
trinh quéan ly méat khau tap trung dé tao va luu trix mat khau phire tap mot cach
an toan;

- Nguoi dung thuong xuyén tu kiém tra tinh trang 10 lot tai khoan.
3.2. Dai han:

- Giam sat va kiém tra thuong xuyén tinh hinh 1§ lot: Str dung cong cu dé
quét cac thong tin 19 lot.

- Thyc hién céc kiém tra bao mét thudng xuyén dé phat hién va khic phuc
céc 16 hong trong hé thong.

- Dao tao va nang cao nhén thirc cho can bd, nhan vién.

- D61 ngii chuyén trach can chuan bj trudc cac ké hoach tng ctru su ¢o dé
thuc hién nhanh chong va ding, du quy trinh.
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